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Abstract

This paperpresentsthe designandimplementationof

WIRE1x. The WIRE1x is an opensourceimplemen-
tationof IEEE 802.1xclient (supplicant)developedby

theWirelessInternetResearch& Engineering(WIRE)
Laboratory1. The IEEE 802.1x standardde�nes a

port-basednetwork accesscontrol to authenticateand

authorizedevicesinterconnectedby variousIEEE 802
LANs. IEEE 802.11i also incorporates802.1x as its

authenticationsolutionfor 802.11wirelessLANs. The
motivation for the developmentof WIRE1x is that

many usersare eagerfor a free software of 802.1x
client to work with variousversionsof MS Windows.

TheWIRE1x hasbeenpracticallyusedon thewireless
LANs deployedat the NationalTsing Hua University.

This paperillustratesall componentsof WIRE1x ex-

haustively to let readersto comprehendthesourcecode
easily.
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1. I NTRODUCTI ON

Wirelesslocal areanetwork (WLAN) is moreand

more prevailing in recentyears.It however hasbeen

widely reported that security has been a weakness
of the current 802.11 standards.The Task Group I

of IEEE P802.11Working Group is de�ning 802.11i
[8] to enhancesecurity in current 802.11 standards.

802.11i includestwo main developments:Wi-Fi Pro-
tected Access(WPA) and Robust Security Network

(RSN).It incorporates802.1x[9] astheauthentication
solution for 802.11wirelessLANs. The IEEE 802.1x

standardis a port-basednetwork accesscontrol to

authenticateand authorizedevices interconnectedby
variousIEEE802LANs. 802.11iwill berati�ed in late

1http://wire.cs.nthu.edu.tw/

2003.It is expectedto play a critical role in improving
the overall securityof currentand future WLANs.

The 802.1xstandardhasbeenwell-de�ned. Cur-
rently, many manufacturesof 802.11 Access Point

(AP) also support 802.1x. The 802.1x-capableAPs
have been deployed in many universities,organiza-

tions, and companies.To be authenticatedby using

802.1x, end users also need to be 802.1x-capable.
Unless802.1xis embeddedin theOS,usersgenerally

will needto install a 802.1xclient in order to access
to the network. Open1x[14], an open-sourceimple-

mentationof 802.1x, supportsMacOS X, FreeBSD,
OpenBSD,andLinux. Many usershowever areusing

MS Windows. They need a 802.1x client software
to accessto the 802.1x-basedLANs. We therefore

developtheWIRE1xto supportvariousversionsof MS

Windows.As thenamesuggested,WIRE1x is anopen-
sourceimplementationof IEEE 802.1xclient (suppli-

cant2) developedby the WirelessInternetResearch&
Engineering(WIRE) Laboratory.

Currently, WIRE1x supportsWindows XP (with-
out servicepack and with servicepack 1), Windows

2000, and Windows 98. Although it only provides

EAP MD5-Challenge now, one of the major ob-
jectives is to support more advancedauthentication

methods.WIRE1x works with FreeRADIUS[6]. The
implementationis basedon Open1x, and is devel-

oped by using MS Visual C++. It utilizes libraries
of WinPcap[17] and Libnet [12]. Both sourcecode

and executablecode can be downloadedfreely from
http://wire.cs.nthu.edu.tw/wire1x/. This paperpresents

all componentsof WIRE1x exhaustively. The aim of

this paperis to shareour experienceof implementing
802.1xclient (supplicant).By readingthis paper, one

shouldeasilycomprehendthesourcecodeof WIRE1x.

The rest of this paper is organizedas follows.

2Supplicant is a terminology de�ned in 802.1x which will be
describedin Section2.



Figure 1 AUTHENTI CATOR, SUPPL I CANT, AND

AUTHENTI CATI ON SERVER

Figure 2 A TYPI CAL 802.1X M ESSAGE FL OW

Section2 provides a brief overview of IEEE 802.1x.

Section 3 describesother available implementations
of 802.1x.Section4 discussesthe designand imple-

mentationof WIRE1x in details. Section5 presents
the real-world applications of WIRE1x. Section 6

summarizesthe paperandpointsout future work.

2. OVERVI EW OF I EEE 802.1X

The IEEE 802.1xde�nes a mechanismfor port-

basednetwork accesscontrol.It is basedupontheEAP
(Extensible Authentication Protocol) [3] to provide

compatible authenticationand authorizationmecha-
nismsfor devicesinterconnectedby IEEE 802 LANs.

As depictedin Fig. 1, therearethreemaincomponents
in the802.1xauthenticationsystem.In a WLAN, sup-

plicant is a MN (mobile node).AP usually represents

anauthenticator. AAA (Authentication,Authorization,
and Accounting)server suchas RADIUS server [15]

Figure 3 SUPPL I CANT PAE STATE M ACHI NE

Figure 4 AUTHENTI CATOR PAE STATE

M ACHI NE

is anauthenticationserver. Theport in 802.11WLANs

representsthe associationbetweena MN and an AP.
Both the supplicantand the authenticatorhave a PAE

(Port AccessEntity) that operatesthe algorithmsand
protocols associatedwith the authenticationmecha-

nisms. In Fig. 1, the authenticator's controlled port

is in the unauthorizedstate, which will block all
traf�c except802.1xmessages.TheauthenticatorPAE

will switch to the authorizedstate after the MN is
authenticatedsuccessfully.

BaseduponEAP, the 802.1xstandardprovidesa
numberof authenticationmechanismsincluding MD5

(MessageDigest 5) [16], TLS (TransportLayer Se-
curity) [1], TTLS (TunneledTLS) [7], PEAP (Pro-

tectedExtensibleAuthenticationProtocol)[2], LEAP

(LightweightExtensibleAuthenticationProtocol)[13],
andothers.It also de�nes EAPOL (EAP over LANs)



Table 1 802.1X SUPPL I CANTS

Vendor OS Supported EAP Supported

Meetinghouse MS Windows 98/ME/NT/2000/XP MD5,TLS,TTLS

Funk MS Windows 98/ME/2000/XP MD5,LEAP

Free1x.ORG Linux/BSD TLS

Microsoft MS Windows 2000/XP MD5,TLS

Cisco MS Windows/MacOS/Linux MD5,LEAP

to encapsulateEAP messagesbetweenthe supplicant

and the authenticator. The authenticatorPAE relays

all EAP messagesbetween the supplicant and the
authenticationserver.

Fig. 2 shows a typical 802.1xmessageexchange.
The associatedPAE statetransitionsin supplicantand

authenticatorarespeci�edaswell. ThesupplicantPAE
statemachineis shown in Fig. 3. The authenticator

PAE statemachineis shown in Fig. 4. In Fig. 2, the
digits in rectanglesrefer to thesupplicantPAE statein

Fig. 3, and digits in circles refer to the authenticator

PAE state in Fig. 4. In Fig. 2, RADIUS is served
as the authenticationserver. This doesnot limit the

useof other AAA server suchasDiameter[4] as the
authenticationserver. Detaileddiscussionof Fig. 2 can

be found in [5], [11].

3. REL ATED WORK

This sectiondiscussesrelatedimplementationsof
802.1xin the marketplace.

Table 1 [10] lists most of available 802.1x sup-

plicants. The supportedoperatingsystemsand EAP
authenticationsare also speci�ed. ExceptedFree1x,

mostof themarecommercialproductsandnot free to
use.The sourcecodearenot opento everyoneeither.

In addition, none of them support most of the au-
thenticationmechanismsincluding MD5, TLS, TTLS,

PEAP, and LEAP. Table 2 [10] shows the supported

EAP authenticationsin variousauthenticationservers.
As indicated,not all authenticationmechanismsare

supportedin eachauthenticationserver. Thus,an end
userwould not be able to usea single 802.1x client

to accessto all WLANs if there is no common
authenticationmechanismsupportedin the supplicant

andauthenticationservers.This will limit the roaming
capabilitysigni�cantly.

The supplicantsoftwareis indispensableto IEEE

802.1xstandard.We observethatthesuccessof 802.1x
will greatly dependon end users.We believe a free

802.1xsupplicantsoftwarewhich works with various

versionsof MS Windows and supportsmost of EAP

authenticationmethodswill boost the deployment of
802.1x,andthus802.11i.Therefore,wearedeveloping

WIRE1x and hope that most userscould accessto
WLANs with a moresecureway.

Table 2 AUTHENTI CATI ON SERVERS AND

SUPPORTED EAP

Vendor EAP Supported

Funk Software MD5,LEAP,TLS,TTLS

Interlink Networks MD5,LEAP

Hewlett-Packard MD5,LEAP

Microsoft MD5,TLS

FreeRadius.ORG MD5,TLS

CiscoSystems MD5,LEAP,TLS

4. WI RE1X

Thesoftwarearchitectureof WIRE1xcanroughly
be divided into three componentsas illustrated in

Fig. 5. The supplicantPAE statemachine follows the
speci�cationde�ned in the IEEE 802.1xfor a suppli-

cant.The statemachineis alsodepictedin Fig. 3. As
the namesuggested,the EAP authenticationmethods

supportsvarious authenticationmechanismsin EAP.
The WinPcapand Libnet aretwo free sourcelibraries

which areresponsiblefor capturingandwriting pack-

ets from and to the data link layer. Next sections
�rst discussthe threecomponentsin details.A typical

operationof WIRE1x is thendiscussed.

4.1 Supplicant PAE State Machine

The supplicantPAE statemachineis the core of
any implementationof 802.1xsupplicant.It speci�es

the behavior of the supplicantand interactswith the

authenticator. Again, thesupplicantPAE statemachine
is speci�ed in Fig. 3 and the source code can be



Figure 5 SOFTWARE ARCHI TECTURE OF

WI RE1X

downloadedfrom http://wire.cs.nthu.edu.tw/wire1x/. In

WIRE1x, roughly speaking, it is implemented in
four �les: dot1x globals.cpp,eap.cpp,eapol.cpp,and

os generic.cpp. All variables of state machine is
de�ned in dot1x globals.h. Additionally, EAP code

�eld and type �eld speci�ed in RFC2284is de�ned
in eap.h. The eap.cpp is responsiblefor building

the responseframe and decoding the EAP packet.
Moreover, EAPOL headerand Ethernet headerare

de�ned in eapol.h. The eapol.cpp is responsible

for starting EAPOL process,performing necessary
PAE state action, transiting to proper state, decod-

ing the EAPOL packet, and transmitting EAPOL
frame.Furthermore,os frame funcs.his comprisedof

get frame(),sendframe(),more frames()andsoon. In
os generic.cpp,get frame() employs pcapdispatch()

to capture EAP frames. The sendframe() employs
libnet write link() to sendEAP frames.

4.2 EAP Authentication Methods

WIRE1x is expectedto be versatilein authenti-
cationmechanisms.It will be implementedto support

renown authenticationmethodssuch as LEAP and
PEAP in addition to MD5, TLS, and TTLS. Fig. 6

shows that all of these authenticationmethodsare
basedon EAP. Any new authenticationmechanismcan

be addedto WIRE1x easily.

Basedon Table 1 and Table 2, one can seethat

MD5 is most popular in the marketplacebecauseit
is easeto use.Userssimply type in their usernames

and passwords to be authenticated.Comparatively,

MD5 is more vulnerablethan others.TLS has been
proposedfor mutualauthenticationin which userscan

Figure 6 BL OCK DI AGRAM OF EAP AND

ASSOCI ATED L AYERS

also authenticatethe AP to prevent forged APs. The
supplicantand authenticationserver need to have a

valid certi�cate when using EAP TLS. Additionally,
TTLS uses TLS to authenticatethe server with a

certi�cate and establish an encryption tunnel. The
client doesnot necessarilyknow thecerti�cate. LEAP

is developed by Cisco Systems,Inc. and is imple-
mentedin mostCiscoproducts.PEAPis proposedby

Microsoft, Cisco, RSA Security to securelytransport

authenticationdata including passwords over 802.11
WLANs. The purposeof PEAPis to protectthe EAP

negotiationwithin a TLS channel.Becausethe initial
EAP identity Request/Responseexchangeis sent in

clear, attackerssnoopingon the conversationcancol-
lect useridentitiesfor subsequentattacks.By initially

negotiation a TLS channel,PEAP provides identity
protection.PEAP is consideredmore advancedthan

LEAP becauseit supportssecuremutual authentica-

tion. Generally, PEAP and TTLS are identical. Both
of them use TLS to set up an end-to-endtunnel to

transferthe user's credentialswithout having to usea
certi�cate on the client. Both of them are recognized

as the main streamsin the future.

Currently WIRE1x supportsMD5 only. TLS is

implementedandis undertesting.All of the authenti-
cationmethodsmentionedabove will be implemented

in WIRE1x subsequently.

4.3 WinPcap and Libnet

As describedearlier, WinPcap and Libnet are
usedto capture/writepackets from/to data link layer

to associatewith an AP.

WinPcapis usedfor packet captureandnetwork



analysis in Win32 platform. It includes a kernel-

level packet �lter , a low-level dynamic link library
(packet.dll), and a high-level and system-independent

library (wpcap.dll which is basedon libpcap version
0.6.2). It is in charge of the following tasks:

1) The pcap�ndalldevs() in wire1xDlg.cpp
prints the lists of interfaces. Therefore an

user can select a proper interface to be
authenticated.

2) The pcapdispatch() in os generic.cppcap-

turespackets from AP.
3) Thesetuppcap()in os generic.cppadjustspa-

rameterssuch as �lter . Filter can make the
supplicantreceive EAP framesonly.

4) Thepcapclose()in os generic.cppshutsdown
WinPcap.

Libnet is a genericnetworking API that provides
accessto several protocols. It is used only for lib-

net write link() in os generic.cppto write packets to

AP.

4.4 Operation

This sectionusesthe messageexchangedepicted
in Fig. 2 and the associatedstatemachinein Fig. 3

to demonstratea typical authenticationprocedureof
of WIRE1x. The exampleusesMD5-Challengeasthe

authenticationmethod.

1) User opensandselectsthe device wishing to
be authenticatedby pcap�ndalldevs(). MN

startsto associatewith AP. Both of MN and
AP thenwill transitionto theCONNECTING

state.
2) MN sends an EAPOL-start frame by lib-

net write link() to the AP to initialize the
authenticationprocess.

3) When the AP receives EAPOL-Start, it will

reply with EAP-Request/Identityto obtain
the MN' s identity. When the MN captures

the EAP frame by pcapdispatch(),the EAP
frame is parsed by eapdecodepacket()

and eapoldecodepacket() located in
eap.cpp and eapol.cpp, respectively.

Moreover, according to the result that
determined by eapdecodepacket() and

eapoldecodepacket(), the supplicant PAE

statemachinetransitsto ACQUIRED stateif
the requestis received successfully.

Figure 7 AUTHENTI CATI ON AT VI SI TED

NETWORK

4) The MN sendsback EAP-Response/Identity

containingMN' s identity to the authenticator.

Subsequently, the authenticatorand authenti-
cationserver will performnecessarymessage

exchanges.
5) When the MN receives EAP-Request/Auth

which contains RADIUS-Access-Challenge,
the supplicantPAE statetransitsto the AU-

THENTICATING state.The MN replies an
EAP-Response/Authto the authenticatorin

which RADIUS-Access-Requestis encapsu-

lated.
6) Basedon the result of EAP MD5-Challenge

authentication method which is coded in
eapmd5.cppandmd5.cpp,theRADIUS server

decideswhetherto authorizetheuseror not. If
authorized,the supplicantcapturesthe EAP-

Successand the supplicant PAE state ma-
chinetransitsto theAUTHENTICATED state.

Otherwise,the supplicantcapturesthe EAP-

Failure and transitsto the HELD state.

5. REAL -WORL D APPL I CATI ONS

TheWIRE1x hasbeenpracticallyusedat theNa-

tional TsingHuaUniversity (NTHU). At NTHU, each
department/instituteis responsiblefor the deployment

of networking facilities in its own building(s). The
universityhasnoauthorityover theareasownedby the

department/institute.TheComputer& Communication
Center(CCC)operatedby theuniversityis responsible

for thenetworking facilitiesin public areasoncampus.

Thus,following standardswill beessentialfor roaming
and integrationeven insidecampus.



Currently both CCC and the ComputerScience

(CS) departmentat NTHU have deployed WLANs
by using 802.1x and RADIUS to authenticateusers.

To achieve roaming, both of their RADIUS servers
couldconnectedtogetherasshown in Fig 7. Assuming

a user abc has an accountat CCC. Once the user
roamsto the WLANs coveredby the CS department,

the CS RADIUS server can authenticatethe userby
relayingtheauthenticationmessagesbackto the CCC

RADIUS. The CS RADIUS server acts as a proxy

client to the CCC RADIUS server. With only one
accountat CCC, the user still could roam to other

WLANs.

At NTHU, most usersare using MS Windows.

Since WIRE1x was releasedon June 18, 2003, the

website of WIRE1x has been visited around 3000
times.Therehave beenmore than 320 downloadsof

sourcecodeand350 downloadsof executablecodeof
WIRE1x.

6. SUM M ARY AND FUTURE WORK

This paperpresentsthe motivation of WIRE1x.

The implementationarediscussedin details.By read-

ing this paper, one should be able to examine the
sourcecodeof WIRE1x in additionto useit. Currently,

WIRE1x supportsonly somespeci�c wirelesscards
andprovidesonly EAP MD5-Challenge.However, we

will continueto improve it. We hopeWIRE1x will not
only be usedat NTHU, but will also play a crucial

role for the integration of WLANs among different
universities,companies,andorganizations.
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