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Abstract

This paperpresentghe designand implementationof

WIRE1x. The WIRE1x is an opensourceimplemen-
tation of IEEE 802.1xclient (supplicant)developedby
the WirelessInternetResearci& EngineeringWIRE)

Laboratory. The IEEE 802.1x standardde nes a
port-basechetwork accessontrol to authenticateand
authorizedevicesinterconnectedby various|EEE 802
LANs. IEEE 802.11ialso incorporates302.1x as its

authenticatiorsolutionfor 802.11wirelessLANs. The
motivation for the developmentof WIRE1x is that
mary usersare eagerfor a free software of 802.1x
client to work with variousversionsof MS Windows.
The WIRE1x hasbeenpracticallyusedon the wireless
LANs deployed at the National Tsing Hua University.

This paperillustratesall componentf WIRE1x ex-

haustvely to let readerso comprehendhe sourcecode
easily
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1. INTRODUCTION

Wirelesslocal areanetwork (WLAN) is moreand
more prevailing in recentyears.It however hasbeen
widely reportedthat security has been a weakness
of the current 802.11 standards.The Task Group |
of IEEE P802.11Working Groupis de ning 802.11i
[8] to enhancesecurity in current 802.11 standards.
802.11iincludestwo main developments:Wi-Fi Pro-
tected Access(WPA) and Rohlust Security Network
(RSN).It incorporates802.1x[9] asthe authentication
solutionfor 802.11wirelessLANs. The IEEE 802.1x
standardis a port-basednetwork accesscontrol to
authenticateand authorizedevices interconnectedy
various|EEE 802LANs. 802.11iwill berati ed in late

Ihttp://wire.cs.nthu.edu.tw/

2003.1t is expectedto play a critical role in improving
the overall securityof currentand future WLANS.

The 802.1xstandarchasbeenwell-de ned. Cur-
rently, mary manufcturesof 802.11 Access Point
(AP) also support802.1x. The 802.1x-capableAPs
have beendeployed in mary universities, organiza-
tions, and companies.To be authenticatedby using
802.1x, end users also need to be 802.1x-capable.
Unless802.1xis embeddedn the OS, usersgenerally
will needto install a 802.1xclient in orderto access
to the network. Open1x[14], an open-sourcample-
mentationof 802.1x, supportsMacOS X, FreeBSD,
OpenBSD,and Linux. Many usershowever are using
MS Windows. They needa 802.1x client software
to accessto the 802.1x-based_ANs. We therefore
developthe WIRE1xto supportvariousversionsof MS
Windows. As thenamesuggestedWWIRE1xis anopen-
sourceimplementationof IEEE 802.1xclient (suppli-
cant) developedby the WirelessInternetResearcl&
Engineering(WIRE) Laboratory

Currently WIRE1x supportswWindows XP (with-
out servicepack and with servicepack 1), Windows
2000, and Windows 98. Although it only provides
EAP MD5-Challenge now, one of the major ob-
jectives is to support more advancedauthentication
methods WIRE1x works with FreeRADIUS[6]. The
implementationis basedon Openlx, and is devel-
oped by using MS Visual C++. It utilizes libraries
of WinPcap[17] and Libnet [12]. Both sourcecode
and executablecode can be downloadedfreely from
http://wire.cs.nthu.edu.tw/walx/ This paperpresents
all componentf WIRE1x exhaustvely. The aim of
this paperis to shareour experienceof implementing
802.1xclient (supplicant).By readingthis paper one
shouldeasilycomprehendhe sourcecodeof WIRE1Xx.

The rest of this paperis organizedas follows.

2Supplicantis a terminology de ned in 802.1x which will be
describedn Section2.
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Figure 1 AUTHENTICATOR, SUPPLICANT, AND
AUTHENTICATION SERVER

Figure2 A TYPICAL 802.1X MESSAGE FLOW

Section?2 provides a brief overview of IEEE 802.1x.

Section 3 describesother available implementations
of 802.1x. Section4 discusseshe designandimple-

mentationof WIRE1x in details. Section5 presents
the real-world applicationsof WIRE1x. Section 6

summarizeghe paperand points out future work.

2. OVERVIEW OF |EEE 802.1x

The IEEE 802.1xde nes a mechanisntor port-
basedhetwork accesgontrol. It is baseduponthe EAP
(Extensible Authentication Protocol) [3] to provide
compatible authenticationand authorization mecha-
nismsfor devicesinterconnectedby IEEE 802 LANS.
As depictedin Fig. 1, therearethreemain components
in the 802.1xauthenticatiorsystem.n a WLAN, sup-
plicantis a MN (mobile node).AP usuallyrepresents
anauthenticatarAAA (Authentication Authorization,
and Accounting) sener suchas RADIUS sener [15]

Figure 3 SUPPLICANT PAE STATE MACHINE

Figure4 AUTHENTICATOR PAE STATE
MACHINE

is anauthenticatiorsener. Theportin 802.11WLANs
representghe associatiorbetweena MN and an AP.
Both the supplicantand the authenticatohave a PAE
(Port AccessEntity) that operateghe algorithmsand
protocols associatedwith the authenticationmecha-
nisms. In Fig. 1, the authenticatos controlled port
is in the unauthorizedstate, which will block all
traf c except802.1xmessagesThe authenticatoPAE
will switch to the authorizedstate after the MN is
authenticateduccessfully

Basedupon EAP, the 802.1xstandardprovidesa
numberof authenticatiormechanismsncluding MD5
(MessageDigest 5) [16], TLS (TransportLayer Se-
curity) [1], TTLS (TunneledTLS) [7], PEAP (Pro-
tectedExtensibleAuthenticationProtocol)[2], LEAP
(Lightweight ExtensibleAuthenticationProtocol)[13],
and others.It alsode nes EAPOL (EAP over LANS)



Table 1 802.1X SUPPLICANTS

Vendor OS Supported EAP Supported
Meetinghousel MS Windows 98/ME/NT/2000/XP| MD5,TLS,TTLS
Funk MS Windows 98/ME/2000/XP MD5,LEAP
Freelx.ORG Linux/BSD TLS
Microsoft MS Windows 2000/XP MD5,TLS
Cisco MS Windows/MacOS/Linux MD5,LEAP

to encapsulat&EAP messagebetweenthe supplicant
and the authenticatar The authenticatorPAE relays
all EAP messageshetweenthe supplicantand the
authenticatiorsener.

Fig. 2 shaws a typical 802.1xmessagexchange.
The associatedPAE statetransitionsin supplicantand
authenticatoarespeci ed aswell. The supplicantPAE
state machineis shawvn in Fig. 3. The authenticator
PAE statemachineis shavn in Fig. 4. In Fig. 2, the
digits in rectangleseferto the supplicantPAE statein
Fig. 3, and digits in circles refer to the authenticator
PAE statein Fig. 4. In Fig. 2, RADIUS is sened
as the authenticationsener. This doesnot limit the
useof other AAA sener suchas Diameter[4] asthe
authenticatiorsener. Detaileddiscussiorof Fig. 2 can
be foundin [5], [11].

3. RELATED WORK

This sectiondiscusseselatedimplementationof
802.1xin the marketplace.

Table 1 [10Q] lists most of available 802.1x sup-
plicants. The supportedoperatingsystemsand EAP
authenticationsare also speci ed. ExceptedFreelx,
mostof themare commercialproductsandnot free to
use.The sourcecodeare not opento everyoneeither
In addition, none of them support most of the au-
thenticationmechanisméncluding MD5, TLS, TTLS,
PEAR and LEAP. Table 2 [10] shows the supported
EAP authenticationsn variousauthenticatiorseners.
As indicated, not all authenticationmechanismsare
supportedn eachauthenticatiorsener. Thus,an end
userwould not be ableto usea single 802.1x client
to accessto all WLANs if there is no common
authenticatiormechanismsupportedn the supplicant
andauthenticatiorseners. This will limit theroaming
capability signi cantly.

The supplicantsoftwareis indispensabléo IEEE
802.1xstandardWe obsenethatthe succes®f 802.1x
will greatly dependon end users.We believe a free

802.1xsupplicantsoftware which works with various
versionsof MS Windows and supportsmost of EAP
authenticatiormethodswill boostthe deployment of
802.1x,andthus802.11i.Thereforewe aredeveloping
WIRE1x and hope that most userscould accessto
WLANSs with a more secureway.

Table 2 AUTHENTICATION SERVERS AND
SUPPORTED EAP

Vendor EAP Supported
Funk Software MD5,LEAPTLS,TTLS
Interlink Networks MD5,LEAP
Hewlett-Packard MD5,LEAP
Microsoft MD5,TLS
FreeRadius.ORG MD5,TLS
Cisco Systems MDS5,LEAPTLS

4. WIRE1X

The softwarearchitectureof WIRE1x canroughly
be divided into three componentsas illustrated in
Fig. 5. The supplicantPAE state madine follows the
speci cationde ned in the IEEE 802.1xfor a suppli-
cant. The statemachineis alsodepictedin Fig. 3. As
the namesuggestedthe EAP authenticationmethods
supportsvarious authenticationmechanismsn EAP.
The WinPcapand Libnet aretwo free sourcelibraries
which areresponsibldor capturingandwriting pack-
ets from and to the data link layer Next sections
rst discusgthe threecomponentsn details.A typical

operationof WIRE1Xx is thendiscussed.

4.1 Supplicant PAE State Machine

The supplicantPAE statemachineis the core of
ary implementationof 802.1x supplicant.It speci es
the behavior of the supplicantand interactswith the
authenticatarAgain, the supplicantPAE statemachine
is specied in Fig. 3 and the source code can be



Figure 5 SOFTWARE ARCHITECTURE OF
WIRE1X

downloadedrom http://wire.cs.nthu.edu.tw/wélx/ In

WIRE1x, roughly speaking,it is implementedin

four les: dotlxglobals.cpp.eap.cpp.eapol.cpp,and

os generic.cpp. All variables of state machine is

de ned in dotlxglobals.h. Additionally, EAP code
eld andtype eld speciedin RFC2284is de ned

in eap.h. The eap.cppis responsiblefor building

the responseframe and decodingthe EAP paclet.

Moreover, EAPOL headerand Ethernetheaderare

de ned in eapol.h. The eapol.cppis responsible
for starting EAPOL process,performing necessary
PAE state action, transiting to proper state, decod-
ing the EAPOL paclet, and transmitting EAPOL

frame. Furthermore ps frame funcs.his comprisedof

getframe(),sendframe(),moreframes()andsoon.In

os generic.cpp,getframe() employs pcapdispatch()
to capture EAP frames. The sendframe() employs

libnetwrite_link() to sendEAP frames.

4.2 EAP Authentication Methods

WIRE1Xx is expectedto be versatilein authenti-
cationmechanismslt will be implementedo support
renavn authenticationmethodssuch as LEAP and
PEAP in additionto MD5, TLS, and TTLS. Fig. 6
shaows that all of these authenticationmethodsare
basedn EAP. Any new authenticatioimechanisntan
be addedto WIRE1x easily

Basedon Table 1 and Table 2, one can seethat
MD5 is most popularin the marketplacebecauseit
is easeto use.Userssimply type in their usernames
and passwrds to be authenticated.Comparatiely,
MD5 is more vulnerablethan others. TLS hasbeen
proposedor mutualauthenticatiorin which userscan

Figure 6 BLOCK DIAGRAM OF EAP AND
ASSOCIATED LAYERS

also authenticatehe AP to prevent forged APs. The
supplicantand authenticationsener needto have a
valid certi cate when using EAP TLS. Additionally,
TTLS usesTLS to authenticatethe sener with a
certi cate and establishan encryption tunnel. The
client doesnot necessariljknow the certi cate. LEAP
is developedby Cisco Systems,Inc. and is imple-
mentedin mostCiscoproducts.PEAPis proposedby
Microsoft, Cisco, RSA Securityto securelytransport
authenticationdata including passverds over 802.11
WLANS. The purposeof PEAPIs to protectthe EAP
negotiationwithin a TLS channel.Becausethe initial
EAP identity Request/Responsexchangeis sentin
clear attaclers snoopingon the corversationcan col-
lect useridentitiesfor subsequenattacks.By initially
negotiation a TLS channel, PEAP provides identity
protection. PEAP is consideredmore advancedthan
LEAP becauset supportssecuremutual authentica-
tion. Generally PEAP and TTLS are identical. Both
of them use TLS to set up an end-to-endtunnel to
transferthe users credentialswithout having to usea
certi cate on the client. Both of them are recognized
asthe main streamsn the future.

Currently WIRE1x supportsMD5 only. TLS is
implementedandis undertesting.All of the authenti-
cationmethodsmentionedabore will be implemented
in WIRE1x subsequently

4.3 WinPcap and Libnet

As describedearlier WinPcap and Libnet are
usedto capture/writepaclets from/to datalink layer
to associatevith an AP.

WinPcapis usedfor paclet captureand network



analysis in Win32 platform. It includes a kernel-
level paclet Iter, a low-level dynamic link library
(paclket.dll), and a high-level and system-independent
library (wpcap.dllwhich is basedon libpcap version
0.6.2).1t is in chage of the following tasks:

1) The pcap ndalldevs() in wirelxDlg.cpp
prints the lists of interfaces. Therefore an
user can select a proper interface to be
authenticated.

The pcapdispatch() in osgeneric.cppcap-
turespacletsfrom AP.

Thesetuppcap()in osgeneric.cpmdjustspa-
rameterssuch as lter. Filter can make the
supplicantreceive EAP framesonly.
Thepcapclose()in os generic.cpshutsdown
WinPcap.

2)

3)

4)

Libnet is a genericnetworking API that provides
accessto several protocols. It is usedonly for lib-
netwrite_link() in os.generic.cppto write pacletsto
AP.

4.4 Operation

This sectionusesthe messagexchangedepicted
in Fig. 2 and the associatedstate machinein Fig. 3
to demonstratea typical authenticationprocedureof
of WIRE1x. The exampleusesMD5-Challengeasthe
authenticatiormethod.

1) Useropensand selectsthe device wishing to

be authenticatedoy pcap ndalldevs(). MN

startsto associatenith AP. Both of MN and
AP thenwill transitionto the CONNECTING
state.

MN sendsan EAPOL-start frame by lib-

netwrite_link() to the AP to initialize the
authenticatiorprocess.

When the AP receves EAPOL-Start,it will

reply with EAP-Request/Identityto obtain
the MN's identity. When the MN captures
the EAP frame by pcapdispatch(),the EAP
frame is parsed by eapdecodepaclet()

2)

3)

and eapoldecodepaclet() located in
eap.cpp and eapol.cpp, respectiely.
Moreover, according to the result that

determined by eapdecodepaclet() and
eapoldecodepaclet(), the supplicant PAE
statemachinetransitsto ACQUIRED stateif
the requestis received successfully

Figure 7 AUTHENTICATION AT VISITED
NETWORK

4) The MN sendsback EAP-Response/ldentity
containingMN's identity to the authenticatar
Subsequentlythe authenticatorand authenti-
cationsener will performnecessarynessage
exchanges.

When the MN receves EAP-Request/Auth
which contains RADIUS-Access-Challenge,
the supplicantPAE statetransitsto the AU-
THENTICATING state. The MN replies an
EAP-Response/Authio the authenticatorin
which RADIUS-Access-Requess encapsu-
lated.

Basedon the result of EAP MD5-Challenge
authentication method which is coded in
eapmd>5.cpandmd5.cppthe RADIUS sener
decideswvhetherto authorizethe useror not. If
authorized,the supplicantcapturesthe EAP-
Successand the supplicant PAE state ma-
chinetransitsto the AUTHENTICATED state.
Otherwise,the supplicantcapturesthe EAP-
Failure andtransitsto the HELD state.

5)

6)

5. REAL-WORLD APPLICATIONS

The WIRE1x hasbeenpracticallyusedat the Na-
tional Tsing Hua University (NTHU). At NTHU, each
department/institutés responsibleor the deployment
of networking facilities in its own building(s). The
universityhasno authorityovertheareasownedby the
department/institutelhe Computer& Communication
Center(CCC)operateddy the universityis responsible
for the networking facilitiesin public areason campus.
Thus,following standardsvill beessentiafor roaming
and integration even inside campus.



Currently both CCC and the ComputerScience
(CS) departmentat NTHU have deployed WLANSs
by using 802.1x and RADIUS to authenticateusers.
To achieve roaming, both of their RADIUS seners
could connectedogetherasshovn in Fig 7. Assuming
a user abc has an accountat CCC. Once the user
roamsto the WLANs coveredby the CS department,
the CS RADIUS sener can authenticatethe user by
relayingthe authenticatiormessagebackto the CCC
RADIUS. The CS RADIUS sener acts as a proxy
client to the CCC RADIUS sener. With only one
accountat CCC, the user still could roam to other
WLANS.

At NTHU, most usersare using MS Windows.
Since WIRE1x was releasedon June 18, 2003, the
website of WIRE1x has been visited around 3000
times. There have beenmore than 320 downloadsof
sourcecodeand 350 downloadsof executablecodeof
WIRE1x.

6. SUMMARY AND FUTURE WORK

This paperpresentsthe motivation of WIRE1x.
The implementatiorare discussedn details.By read-
ing this paper one should be able to examine the
sourcecodeof WIRE1xin additionto useit. Currently
WIRE1x supportsonly somespeci ¢ wireless cards
andprovidesonly EAP MD5-Challenge However, we
will continueto improve it. We hopeWIRE1x will not
only be usedat NTHU, but will also play a crucial
role for the integration of WLANs among different
universities,companiesand organizations.
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