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Abstract

This paperpresentsthe designandimplementationof WIRE1x. The WIRE1x is an open-sourceim-
plementationof IEEE 802.1xclient (supplicant)developedby theWirelessInternetResearch& Engi-

neering(WIRE) Laboratory. TheIEEE 802.1xstandardde�nes a port-basednetwork accesscontrol to
authenticateandauthorizedevicesinterconnectedby variousIEEE 802LANs. The IEEE 802.11ialso

incorporates802.1xasits authenticationsolutionfor IEEE 802.11wirelessLANs. Themotivation for
thedevelopmentof WIRE1x is to help thedeploymentof IEEE 802.1xto securewirelessWLANs. It

would alsoachieve seamlessroamingamongdifferentwirelessLANs if the new IEEE standardsare
widely-deployed.TheWIRE1xhasbeenpracticallyusedonthewirelessLANs deployedat theNational

TsingHuaUniversityandmany otherplaces.This paperillustratesthesoftwarearchitectureanddesign

principlesof WIRE1xsopeoplecouldcomprehendthesourcecodeof WIRE1xeasily.
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1 Intr oduction

Wirelesslocal areanetwork (WLAN) is moreandmoreprevailing in theseyears. It, however, hasbeen

widely reportedthatsecurityhasbeena weaknessof thecurrentIEEE 802.11standards.TheTaskGroupI

of IEEEP802.11WorkingGroupis de�ning 802.11i[1,2] to enhancesecurityin current802.11standards.

The 802.11iincorporates802.1x[3] asthe authenticationsolutionfor 802.11wirelessLANs. The IEEE

802.1xstandardis aport-basednetwork accesscontrolto authenticateandauthorizedevicesinterconnected

by variousIEEE 802LANs. TheIEEE 802.11iis expectedto play a critical role in improving theoverall

securityof currentandfutureWLANs.

TheIEEE802.1xstandardhasbeenwell-de�ned. Currently, many manufacturesof 802.11AccessPoint

(AP) alsosupport802.1x.The802.1x-capableAPshavebeendeployedin many universities,organizations,

andcompanies.To be authenticatedby using802.1x,endusersalsoneedto be 802.1x-capable.Unless

802.1xis embeddedin the OperatingSystem(OS),usersgenerallywill needto install a 802.1xclient in

orderto accessto thenetwork. Open1x[4], anopen-sourceimplementationof 802.1x,supportsMacOSX,

FreeBSD,OpenBSD,andLinux. Many users,however, areusingMS Windows. They needa 802.1xclient

softwareto accessto the802.1x-basedLANs. WethereforedeveloptheWIRE1xto supportvariousversions

of MS Windows. As thenamesuggested,WIRE1x is anopen-sourceimplementationof IEEE802.1xclient

(supplicant)� developedby theWirelessInternetResearch& Engineering(WIRE) Laboratoryy.

Currently, WIRE1x supportsMS Windows XP (without servicepackandwith servicepack1), Win-

dows 2000,Windows ME, andWindows 98. It providesEAP-MD5 [5], EAP-TLS [6], EAP-TTLS [7],

and PEAP [8]. WIRE1x works with freeRADIUS [9]. The implementationof WIRE1x is basedon

Open1x,and is developedby using MS Visual C++. It utilizes libraries of WinPcap[10], Libnet [11],

andOpenSSL[12]. Both sourcecodeand executablecodeof WIRE1x can be downloadedfreely from

http://wire.cs.nthu.edu.tw/wire1x/. Thispaperpresentsall componentsof WIRE1xexhaustively. Theobjec-

tive of this paperis to shareour experienceon implementing802.1xsupplicant.By readingthis paper, one

shouldeasilycomprehendthesourcecodeof WIRE1x.

1.1 Moti vation and Contribution

Currently, theNationalTsingHuaUniversity(NTHU) hasdeployedWLANs andis usingIEEE802.1xand

RADIUS [13] to authenticateusers.Most usersat NTHU areusingMS Windows. However, we perceive

thatnoneof theIEEE802.1xclientsoftwaremeetall demandsfor usersof MS Windows in themarketplace

up to now. Therefore,a majormotivationfor thedevelopmentof WIRE1x is to solve theexisting problem

andthenhelpIEEE802.1xto bedeployedrapidly. It wouldalsoexpeditetheobjective of seamlessroaming

amongdifferentwirelessLANs if thenew IEEEstandardsarewidely-deployed. Thecontributionsinclude:

� WIRE1xis afreeaswell asopen-sourcesoftware.Webelieveopensourceis essentialfor any security

� Supplicantis a terminologyde�ned in 802.1xwhichwill bedescribedin Section2.
yhttp://wire.cs.nthu.edu.tw/
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relatedsoftwarebecauseit canbeexaminedasyouwish.

� WIRE1xprovidesvariousEAP(ExtensibleAuthenticationProtocol)[14] basedauthenticationmeth-

ods,includingEAP-MD5,EAP-TLS,EAP-TTLS,andPEAP.

� WIRE1xcanwork with variousversionsof MS Windows, includingWindowsXP, 2000,ME, and98.

� WIRE1xworkswell with varioustypesof WLAN cards.Pleaseseethewebpageat

http://wire.cs.nthu.edu.tw/wire1x/compatible.htm.

We believe that WIRE1x is a goodchoicefor peopleeagerfor IEEE 802.1xclient software. Since

WIRE1x wasreleasedon June18, 2003, the websiteof WIRE1x hasbeenvisited for morethan15,000

times.Therehavebeenmorethan2,100downloadsof sourcecodeand3,800downloadsof executablecode

up to November2004.

The restof the paperis organizedas follows. Section2 providesa brief overview of IEEE 802.11i

andIEEE 802.1x. Section3 describesotheravailableimplementationsof 802.1x. Section4 discussesthe

designandimplementationof WIRE1xin details.Section5 presentsthereal-world applicationsof WIRE1x.

Section6 summarizesthepaper.

2 Overview of IEEE 802.11i

Thissectionbrie�y reviews WLAN securityandIEEE802.11i.For moredetails,pleasereferto [1,2].

TheIEEE 802.11standardis oneof themostwidely adoptedstandardsfor broadbandwirelessInternet

access.However, the securityconsiderationover wirelessenvironmentis morecomplicatedthan that in

wired environment. Due to the wide-opennatureof wirelessradio, the network is morevulnerable.The

original IEEE802.11standardhasde�ned thefollowing two basicsecuritymechanismsfor securingtheac-

cessto IEEE802.11networks: (1) entityauthenticationincludingopensystemauthenticationandsharedkey

authentication,and(2) Wired EquivalentPrivacy (WEP).Neverthelessthey areall provedto bevulnerable.

To enhancethesecurityin IEEE802.11,theIEEE802.11ihasbeenproposed.In additionto introducing

key managementand establishment, it alsode�nes encryptionandauthenticationimprovements.In order

to managesecuritykeys automatically, the IEEE 802.11ihasde�ned key managementandestablishment

algorithms. As conventionalWEP is known to be vulnerable,the IEEE 802.11ihasspeci�ed enhanced

encryptionalgorithmsto provide strongerprivacy. TheIEEE 802.11ialsoincorporatesIEEE 802.1xasits

authenticationenhancement.Thefollowing sectionsbrie�y discussEncryptionAlgorithmand802.1x.

2.1 Encryption Algorithm

Two algorithms,Temporal Key Integrity Protocol (TKIP) and Counter modewith CBC-MAC Protocol

(CCMP) have beenproposed.Both TKIP andCCMP provide enhanceddataintegrity andcon�dentiality

over WEP. TKIP, initially referredto asWEP2,is alsobasedonRC4encryptionasthatin WEP. It however
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is implementedin a differentway thataddressesthevulnerabilitiesof WEP. TKIP canbeadoptedinto the

older IEEE 802.11productsthroughrelatively simple�rmw areupgrade.This is especiallyfavorablefor

vendors.TKIP is optionalin IEEE802.11i.

In additionto TKIP which is consideredasa short-termsolutionfor WLAN security, theIEEE 802.11i

hasalsode�ned CCMPasa long-termsolution.TheCCMPemploys thestrongerencryptionof Advanced

EncryptionAlgorithm (AES) [15] which usestheCCM mode[16] with a 128-bit key anda 128-bitblock

sizeof operation.The CCM modecombinesCounter-Mode (CTR) andCipherBlock ChainingMessage

AuthenticationCode(CBC-MAC).TheCTRis usedto encryptthepayloadandtheMessage Integrity Code

(MIC) to provide con�dentiality service.TheCBC-MAC computestheMIC to provide authenticationand

integrity services.AlthoughtheCCMPcouldprovidemuchstrongersecurityservices,it requiresadditional

hardware(co-processor)to improve encryptionperformance.Unlike TKIP, CCMP is mandatoryin IEEE

802.11i.

2.2 802.1x

The IEEE 802.1xde�nes a mechanismfor port-basednetwork accesscontrol. It is baseduponEAP to

provide compatibleauthenticationandauthorizationmechanismsfor devicesinterconnectedby IEEE 802

LANs. As depictedin Fig.1, therearethreemaincomponentsin theIEEE802.1xauthenticationsystem.In a

WLAN, supplicantusuallyis aMobile Node(MN). AP usuallyrepresentsanauthenticator. Authentication,

Authorization,andAccounting(AAA) serversuchasRADIUS server is theauthenticationserver. Theport

in 802.1x representsthe associationbetweena MN and an AP. Both supplicantand authenticatorhave

a Port AccessEntity (PAE) that operatesthe algorithmsandprotocolsassociatedwith the authentication

mechanisms.In Fig. 1, the authenticator's controlled port is in unauthorizedstate. That is, the port is

open.Messageswill bedirectedonly to theAuthenticatorPAE, which will furtherdirect802.1xmessages

to the authenticationserver. The authenticatorPAE will closethe controlledport after the supplicantis

authenticatedsuccessfully. Thus,the supplicantis ableto accessto otherservicesthroughthe controlled

port.

Basedupon EAP, the IEEE 802.1xstandardcan usea numberof authenticationmechanisms.The

authenticationmechanismsareoutsidethescopeof theIEEE802.1x.Many authenticationmechanismssuch

asMessageDigest5 (MD5), TransportLayerSecurity(TLS), TunneledTLS (TTLS), ProtectedExtensible

AuthenticationProtocol(PEAP),andLightweight ExtensibleAuthenticationProtocol(LEAP) [17] could

beused.TheIEEE 802.1xalsode�nes EAP over LANs (EAPOL) to encapsulateEAP messagesbetween

thesupplicantandtheauthenticator. TheauthenticatorPAE relaysall EAPmessagesbetweenthesupplicant

and the authenticationserver. The IEEE 802.1x is utilized to enforcethe useof speci�c authentication

mechanismandto routeauthenticationmessagesproperly, while theauthenticationmechanismsde�ne the

actualauthenticationexchangesthattake place.

Fig. 2 shows a typical802.1xmessageexchange.TheassociatedPAE statetransitionsin supplicantand

authenticatorarespeci�ed in Fig. 3 andFig. 4, respectively. In Fig. 2, thedigits in rectanglesrefer to the
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supplicantPAE statesin Fig. 3, anddigits in circlesreferto theauthenticatorPAE statesin Fig. 4. In Fig. 2,

RADIUS is served astheauthenticationserver. This doesnot limit theuseof otherAAA serverssuchas

Diameter[18] astheauthenticationserver. Detaileddiscussionof Figs.2–4canbefoundin [2].

3 RelatedWork

Thissectiondiscussesrelatedimplementationsof 802.1xin themarketplace.

Table1 lists mostof commercialproductsof 802.1xsupplicant.Thesupportedoperatingsystemsand

EAP authenticationmethodsarealsospeci�ed. Althoughsomeof themprovide pre-compiledbinarycode

for non-commercialuseor free trial, basicallythey arenot freeware. In addition,thesourcecodearenot

opento public either. Table2 lists theopen-sourceimplementationsof 802.1xsupplicant.TheOpen1xis

designedto work with Linux althoughits earlierversionsalsosupportedBSD andMac OS.Becausemany

usersareeagerfor a freesoftwareof 802.1xsupplicantto work with variousversionsof MS Windows, we

thereforehave developedWIRE1x. Both Open1xandWIRE1x are licensedunderthe BSD Licenseand

GNU GeneralPublicLicense(GPL). In additionto Open1xandWIRE1x, a newly initiatedprojectcalled

wEAP [19] is writing open-sourceplug-insfor MS Windows 2000andXP. Unlike wEAP, theWIRE1x is

anapplicationprogramfor variousversionsof MS Windows.

Table3 lists theauthenticationserversandtheEAP they support.ExceptfreeRADIUS,all of themare

commercialproducts.As indicatedin Table3, thefreeRADIUSsupportsmany authenticationmechanisms.

Othersonly supportsomeof them.A userwouldnot beauthenticatedif thereis no commonauthentication

mechanismsupportedin both supplicantandauthenticationserver. This will limit the roamingcapability

signi�cantly.

The supplicantsoftware is indispensableto IEEE 802.1xstandard. We observe that the successof

802.1xwould greatlydependon endusers.We believe thata free802.1xsupplicantsoftwarewhich works

with variousversionsof MS Windows andsupportsmostof EAP authenticationmethodswill boostthe

deploymentof 802.1x,andthus802.11i.Therefore,we have developedWIRE1x andhopethatmostusers

couldaccessto WLANs with amoresecureway.

4 WIRE1x

Thesoftwarearchitectureof WIRE1xcanroughlybedividedinto threecomponentsasillustratedin Fig. 5:

(1) supplicantPAE statemachine,(2) EAP andauthenticationmechanisms,and(3) WinPcap,Libnet, and

OpenSSL.The supplicantPAE statemachine follows the speci�cation de�ned in the IEEE 802.1xfor a

supplicant.Thestatemachineis alsodepictedin Fig.3. As thenamesuggested,theEAPandauthentication

mechanismssupportvariousauthenticationmechanismsin EAP including EAP-MD5, EAP-TLS, EAP-

TTLS, andPEAP. The WinPcap[10] andLibnet [11] aretwo open-sourcelibrarieswhich areresponsible

for capturingandwriting packetsto andfrom thedatalink layer. Additionally, theOpenSSL[12] is another
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open-sourcelibrary which is usedonly for TLS-basedauthenticationmethods. The following sections

discussthethreemaincomponentsin details.

4.1 Supplicant PAE StateMachine

ThesupplicantPAE statemachineis thecoreof any implementationof 802.1xsupplicant.It speci�esthe

behavior of the supplicantandinteractswith the authenticator. Again, the supplicantPAE statemachine

is speci�ed in Fig. 3 andthe sourcecodecanbe downloadedfrom http://wire.cs.nthu.edu.tw/wire1x/. In

WIRE1x, roughly speaking,it is implementedin four �les: dot1x globals.cpp,eap.cpp,eapol.cpp,and

os generic.cpp.All variablesof statemachinearede�ned in dot1x globals.h.Additionally, theEAP code

�eld andtype�eld speci�ed in RFC2284[14] arede�ned in eap.h.Theeap.cppis responsiblefor building

theresponseframesanddecodingtheEAP packets.Moreover, EAPOL headerandEthernetheaderarede-

�ned in eapol.h.Theeapol.cppis responsiblefor startingEAPOLprocess,performingnecessaryPAE state

actions,transitingto properstates,decodingtheEAPOLpackets,andtransmittingEAPOLframes.Further-

more,os frame funcs.hcomprisesget frame(),sendframe(),more frames(),andsoon. In os generic.cpp,

get frame()employs pcapdispatch()to captureEAP frames.Thesendframe()employs libnet write link()

to sendEAPframes.

4.2 EAP and Authentication Mechanisms

ThissectionintroducestheExtensibleAuthenticationProtocol(EAP).In addition,wealsousethemessage

exchangesdepictedin Fig. 2 andtheassociatedstatemachinesshown in Fig. 3 andFig. 4 to demonstratea

typical authenticationprocedureof WIRE1x. Additionally, we provide detaileddescriptionof severalEAP

authenticationmethodsimplementedin WIRE1x.

4.2.1 Overview

EAP[14] is ageneralprotocolfor authentication.It supportsmultipleauthenticationmethods,suchastoken

card,Kerberos[20], one-timepassword,certi�cate,publickey authentication,andsmartcard.Fig. 6 shows

that therecanbe many differentauthenticationmethodsin the AuthenticationLayer. The authentication

methodsarebaseduponEAP. Any new authenticationmechanismscanbe addedeasily. The WIRE1x is

expectedto beversatilein authenticationmechanisms.It hasbeenimplementedto supportthemostcommon

authenticationmethods,includingEAP-MD5,EAP-TLS,EAP-TTLS,andPEAP.

Next, we presenta typicalauthenticationprocedureof WIRE1xby usingFigs.2–4.

1. Useropensandselectsthedevice to be authenticatedby pcap�ndalldevs(). MN startsto associate

with AP. Bothof MN andAP thenwill transitionto theCONNECTINGstate.

2. MN sendsanEAPOL-startframeby libnet write link() to theAP to initialize theauthenticationpro-

cess.
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3. WhentheAP receivesEAPOL-Start,it will reply EAP-Request/Identityto obtaintheMN' s identity.

WhentheMN capturestheEAPframebypcapdispatch(),theEAPframeisparsedbyeapdecodepacket()

andeapoldecodepacket() locatedin eap.cppandeapol.cpp,respectively. Moreover, accordingto the

resultdeterminedby eapdecodepacket() andeapoldecodepacket(), the supplicantPAE statema-

chinetransitsto ACQUIRED stateif therequestis receivedsuccessfully.

4. The MN sendsbackEAP-Response/IdentitycontainingMN' s identity to the authenticator. Subse-

quently, theauthenticatorandauthenticationserver will performnecessarymessageexchanges.

5. When the MN receives EAP-Request/Authwhich containsRADIUS-Access-Challenge,the sup-

plicant PAE statemachinetransitsto the AUTHENTICATING state. The MN replies an EAP-

Response/Authto theauthenticatorin which theRADIUS-Access-Requestis encapsulated.

6. Basedon the resultof the EAP authenticationmethod,the RADIUS server decideswhetherto au-

thorize the useror not. If the useris authorized,the supplicantcapturesthe EAP-Successandthe

supplicantPAE statemachinetransitsto the AUTHENTICATED state. Otherwise,the supplicant

capturestheEAP-Failureandtransitsto theHELD state.

4.2.2 EAP-MD5

TheEAP-MD5 [5] is oneof themostpopularEAP typesbecauseit is easyto use.A usersimply typesin

usernameandpasswordto beauthenticated.Thisis asimpleandreasonablechoicefor wiredLANs in which

thereis low risk for attackersto interceptthetransmission.In wirelessLANs, however, attackerscaneasily

sniff a station's identity andpassword hash.Therefore,MD5 is morevulnerablethanotherauthentication

methods.

TheMD5 algorithmdescribedin [5] is implementedin md5.handmd5.cpp.We portedtheMD5 algo-

rithm from Open1xandthenimplementeda GraphicalUserInterface(GUI) for MS Windows. TheGUI,

shown in Fig. 7, consistsof threeinputobjects.Usersonly needto typein their usernames,passwords,and

selectthepropernetwork interfaceto beauthenticated.

4.2.3 EAP-TLS

TheEAP-TLS[6] is basedonTLS [21] to provideprotectedcipher-suitenegotiation,mutualauthentication,

andkey management.After theEAP-TLSnegotiationis completed,thetwo end-pointscansecurelycom-

municatewithin encryptedTLS tunnel. BecauseTLS providesa way to usecerti�catesfor bothuserand

server to authenticateeachother, a user, in additionto beingauthenticated,canalsoauthenticatethe net-

work. Therefore,forgedAPscouldbedetected.Thesupplicantandauthenticationserver needto havevalid

certi�cateswhenusingEAP-TLS.This,however, makesEAP-TLSdif�cult to managein someextends.

Fig.8 illustratestheauthenticationprocessandmessageexchangesof EAP-TLSin aWLAN [22]. After

theauthenticatorreceivesthesupplicant's identityin EAP-Response(�o w 3), it initiatesaRADIUS-Access-

Request,whichalsocarriesthesupplicant's identity. TheRADIUS server thenprovidesits certi�cate to the
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supplicantand requeststhe supplicant's certi�cate. The supplicantvalidatesthe server's certi�cate and

respondsan EAP-Responsewhich containsthe supplicant's certi�cate. The supplicantalso initiates the

negotiation for cryptographicmaterial. After the supplicant's certi�cate is validated,the server responds

the cryptographicmaterialfor the session.The sessionkeys derived in both endscould be usedfor data

encryption.

TheEAP-TLSis implementedin tls funcs.handtls funcs.cpp.TheGUI of EAP-TLSis shown in Fig. 9

which consistsof threemajor input objects. The selectbutton on the upper-right cornerof the GUI is

responsiblefor choosingthe certi�cate in the supplicant. We useseveral functionsfrom Windows SDK

(SoftwareDevelopmentToolkit) in mfcDlg.cppasbelow:

1. TheCertOpenSystemStore()for openingasystemcerti�cate store.

2. TheCryptUIDlgSelectCerti�cateFromStore()for selectinga new certi�cate usingUI.

3. The CertGetNameString()for �nding andprinting thenameof the subjectof the certi�cate just re-

trieved.

4. TheCertOpenStore()for openingthecerti�cate storeto besearched.

5. CertCloseStore()for closingthesystemcerti�cate store.

To usethesefunctions,the systemheader�les of wincrypt.handcryptuiapi.hmustbe included. Ad-

ditionally, the librariesof crypt32.lib, advapi32.lib, and cryptui.lib mustbe linked. While we usethese

functionsto getthecerti�cate structure,wemustreplaceSSL CTX usecerti�cate �le() by

SSL CTX usecerti�cate ASN1() in eapcrypt.cppto receive thestructureprovidedby Windows SDK func-

tions.

Thesecondobjectis thepassword for theselectedcerti�cate. Beforeusingthesupplicant's certi�cate,

theusermusttypein thecorrectpassword for thecerti�cate. Thethird objectis to selectthepropernetwork

interfaceto beauthenticated.This is sameasthatin EAP-MD5.

4.2.4 EAP-TTLS

The EAP-TTLS [7] extendsEAP-TLS to exchangeadditionalinformationbetweenclient and server by

usingthesecuretunnelestablishedby TLS negotiation. A EAP-TTLSnegotiationcomprisestwo phases:

theTLShandshake phaseandtheTLStunnelphase. Duringphaseone,TLS is usedfor client to authenticate

server. Optionally, theserver canalsoauthenticatetheclient. Sameasthatin EAP-TLS,theauthentication

is doneby usingcerti�cates. A secureTLS tunnel is alsoestablishedafter the phase-onehandshake. In

phasetwo, the secureTLS tunnel can be usedfor other informationexchanges,suchas additionaluser

authenticationkey, communicationof accountinginformation,etc.

In a WLAN environment,theEAP-TTLSusuallyis usedasfollows. First,TLS is usedfor asupplicant

to authenticatetheauthenticationserverby usingcerti�cate. Oncetheauthenticationserver is authenticated,
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theauthenticationserver authenticatesthesupplicantby thesupplicant's usernameandpassword. Theuser-

nameandpasswordarecarriedin theattribute-valuepairs(AVPs)de�nedby theAAA server, whichusually

is a RADIUS server or Diameterserver. The messageexchangesareprotectedby the TLS tunnelestab-

lishedin phaseone.Theauthenticationof supplicantin phasetwo canuseany non-EAPprotocolssuchas

PPPAuthenticationProtocols(PAP) [23], PPPChallengeHandshakeAuthenticationProtocol(CHAP)[24],

Microsoft PPPCHAP Extensions(MS-CHAP)[25], or Microsoft PPPCHAP Extensions,Version2 (MS-

CHAP-V2) [26]. Becauseonly the authenticationserver needsto have a valid certi�cate, EAP-TTLS is

moremanageablethanEAP-TLS.

TheEAP-TTLSin WIRE1xis implementedin tls funcs.h,tls funcs.cpp,ttlsphase2.h,andttlsphase2.cpp.

TheGUI of EAP-TTLSshown in Fig. 10 consistsof � ve major input objects.TheunprotectedID is used

to representthe supplicant's identify for phase-onehandshake. The usernameandpassword areusedfor

phase-two authentication.Theuseralsoneedsto chooseoneof theauthenticationprotocolswhich canbe

PAP, CHAP, MS-CHAP, or MS-CHAP-V2for phase-two authentication.Similarly, theuseralsoneedsto

selectthepropernetwork interfaceto beauthenticated.

4.2.5 PEAP

ThePEAP[8] providesanencryptedandauthenticatedtunnelbasedon TLS. TheEAP messagesencapsu-

latedinsidetheTLS tunnel,therefore,areprotectedagainstvariousattacks.Similar to EAP-TTLS,PEAP

alsocomprisestwo phases.In �rst phase,a TLS sessionis negotiated. The client alsoauthenticatesthe

server by usingcerti�cate. Optionally, the server canalsoauthenticatethe client. In secondphase,EAP

messagesareencryptedby usingthekey negotiatedin phaseone.Thebasicideaof PEAPandEAP-TTLS

areidentical.However, PEAPcanonly useEAPprotocolsin secondphase,while EAP-TTLScanuseEAP

or non-EAPprotocols.

WhenusingPEAPin WLANs, typically anauthenticationserver is authenticatedby asupplicantbased

on theserver certi�cate. A secureTLS tunnelis alsocreated.A supplicantis thenauthenticatedby using

usernameandpassword,whichareprotectedby theTLS tunnel.

ThePEAPin WIRE1x is implementedin tls funcs.h,tls funcs.cpp,eapmschapv2.h,eapmschapv2.cpp,

peapphase2.h,andpeapphase2.cpp.TheGUI of PEAPshown in Fig.11consistsof threemajorinputobjects.

A usermusttypein usernameandpassword for phase-two authentication.Currently, only EAP-MS-CHAP-

V2 [27]z is supported.A useralsoneedsto selectthepropernetwork interfaceto beauthenticated.

To concludeSection4.2, we provide comparisonof the authenticationmechanismspresentedin this

sectionby Table4. Table5 furthercomparestheTLS-basedprotocols.

zEAP-MS-CHAP-V2encapsulatestheMS-CHAP-V2within EAP.
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4.3 Open-SourceLibraries

This sectiondescribesthe open-sourcelibrariesusedin WIRE1x. WinPcapandLibnet areusedto cap-

ture/writepacketsfrom/todatalink layer. OpenSSLis usedfor TLS-basedauthenticationmethods.

4.3.1 WinPcap

TheWinPcap[10] is usedfor packet captureandnetwork analysisin Win32 platform. It includesa kernel-

level packet �lter , a low-level dynamiclink library (packet.dll), anda high-level andsystem-independent

library (wpcap.dllwhich is basedon libpcapversion0.6.2).It is in chargeof thefollowing tasks:

1. The pcap�ndalldevs() in wire1xDlg.cppprints the list of network interfaces.Thereforea usercan

selectapropernetwork interfaceto beauthenticated.

2. Thepcapdispatch()in os generic.cppcapturespacketsfrom AP.

3. The setuppcap()in os generic.cppcanbe usedto adjustparametersin �lter . Filter canmake the

supplicantreceive EAP framesonly.

4. Thepcapclose()in os generic.cppshutsdown WinPcap.

5. Thepcapopenlive() in os generic.cppselectspromiscuousmodeor non-promiscuousmodefor the

network interface.

4.3.2 Libnet

The Libnet [11] is a genericnetworking API that providesaccessto several protocols. It is usedonly for

libnet write link() in os generic.cppto write packetsto AP.

4.3.3 OpenSSL

The OpenSSL[12] is an open-sourcetoolkit which implementsthe SecureSockets Layer (SSL) v2/v3

and TLS v1 protocols. It also includesa full-strengthgeneralpurposecryptographylibrary. The TLS-

basedauthenticationmethodsin WIRE1x useOpenSSLlibrary in eapcrypt.cpp.Therearemany OpenSSL

functionsin eapcrypt.cpp.Here,weonly itemizessomeof them:

1. The SSL CTX load verify locations() loads the server certi�cate in Privacy-EnhancedElectronic

Mail (PEM) [28] format. As discussedearlier, all TLS-basedauthenticationmethodsneedserver

certi�cate in orderto authenticatetheserver.

2. TheSSL CTX usecerti�cate �le() loadstheclientcerti�catein DistinguishedEncodingRules(DER)

[29] format. Alternatively, theSSL CTX usecerti�cate ASN1() loadstheclient certi�cate in Basic

EncodingRules(BER) [29] format.
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3. TheSSL CTX usePrivateKey �le() loadstheclientprivatekey in PEMformat.This functionis used

by EAP-TLSonly.

4.4 GUI

TheGUI is developedby MFC programof MS VisualC++. Thereare� ve GUI programsin theWIRE1x

project.Oneof themis for themainprogramasshown in Fig. 12,which is responsiblefor selectinganEAP

authenticationmethod. The otherGUIs are for the programsof md5.exe, tls.exe, ttls.exe, andpeap.exe,

which have beenshown earlier. We alsousethreadfunctionin mfcDlg.cppto avoid blockingwhenGUI is

executing.Pleasereferto thesourcecodefor details.

5 Real-World Applications

The WIRE1x hasbeenpracticallyusedat the NationalTsing Hua University (NTHU). At NTHU, each

department/instituteis responsiblefor thedeploymentof networking facilities in its own building(s). The

universityhasnoauthorityover theareasownedby thedepartment/institute.TheComputer& Communica-

tion Center(CCC)operatedby theuniversity is responsiblefor thenetworking facilities in public areason

campus.Thus,following standardsis essentialfor roamingandintegrationof WLAN environmentseven

insidethesameuniversity.

Both CCC and the ComputerScience(CS) departmentat NTHU have deployed WLANs by using

802.1xand RADIUS to authenticateusers. To roam betweendifferent administrative domains,both of

theirRADIUS serverscouldbeconnectedtogetherasshown in Fig 13. Assumingauserabchasanaccount

abc@nthu.edu.twownedby theCCC.Oncetheuserroamsinto theWLANs coveredby theCSdepartment,

theCSRADIUS server canauthenticatetheuserby relayingtheauthenticationmessagesbackto theCCC

RADIUS.TheCSRADIUS serveractsasaproxyclient to theCCCRADIUS server. With only oneaccount

atCCC,theuserstill couldroaminto otherWLANs.

6 Summary

This paperpresentsthemotivationandcontribution of WIRE1x. The implementationarediscussedin de-

tails. By readingthis paper, oneshouldbeableto examinethesourcecodeof WIRE1x in additionto using

it. Currently, WIRE1xsupportsseveralwirelesscardsandprovidesvariousauthenticationmethods,includ-

ing EAP-MD5,EAP-TLS,EAP-TTLS,andPEAP. It is versatilecomparingto many otherimplementations

of IEEE 802.1xsupplicant. WIRE1x hasbeendownloadedworldwide. We hopeWIRE1x will not only

beusedat NTHU, but will alsoplay a crucial role for WLAN securityandthe interoperabilityof WLANs

amongdifferentuniversities,companies,andorganizations.
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Table1: Commercial802.1xsupplicants
Vendor OSSupported EAP Supported

Meetinghouse MS Windows 98/ME/NT/2000/XP MD5,LEAP,TLS,TTLS,PEAP
Funk MS Windows 98/ME/2000/XP MD5,LEAP

Microsoft MS Windows 2000 TLS,PEAP
Microsoft MS Windows XP MD5,TLS
Microsoft MS Windows XP with SP1, SP2 TLS,PEAP

Cisco MS Windows/MacOS/Linux MD5,LEAP
secureW2 MS Windows 2000/XP/Pocket PC TTLS

Table2: Free802.1xsupplicants
Name OSSupported EAPSupported

Open1x Linux/BSD/MacOS MD5,TLS,TTLS,PEAP,SIM
WIRE1x MS Windows 98/2000/ME/XP(includingSP1) MD5,TLS,TTLS,PEAP

Table3: Authenticationservers
Vendor EAPSupported

FunkSoftware MD5,LEAP,TLS,TTLS
Interlink Networks MD5,LEAP
Hewlett-Packard MD5,LEAP

Microsoft MD5,TLS,PEAP
CiscoSystems MD5,LEAP,TLS
freeRADIUS MD5,TLS,TTLS,PEAP,LEAP

Table4: Comparisonof authenticationmechanisms
EAP-MD5 EAP-TLS EAP-TTLS PEAP

Server No Publickey Publickey Publickey
Authentication (certi�cate) (certi�cate) (certi�cate)

Supplicant Password Publickey Certi�cate, Certi�cate
Authentication hash (certi�cate or EAP, or or

smartcard) non-EAPprotocols EAPprotocols
Mutual No Yes Yes Yes

Authentication
DynamicKey No Yes Yes Yes

Delivery
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Table5: Comparisonof TLS-basedmethods
EAP-TLS EAP-TTLS PEAP

(RFC2716) (Internetdraft) (Internetdraft)

EstablishTLS (1) EstablishTLS (1) EstablishTLS
sessionand betweenclient betweenclient

Basic validatecerti�cates andTTLS server andPEAPserver
Protocol for bothclient (2) Exchange (2) RunEAP

Architecture andserver attribute-value-pairs exchangesover
between TLS tunnel

clientandserver
Server Required Required Required

Certi�cate
Client Required Optional Optional

Certi�cate
Protectionof User No Yes,protected Yes,protected

Identity by TLS by TLS

Figure1: Supplicant,authenticator, andauthenticationserver
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Figure2: A typical802.1xmessage�o w
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Figure3: SupplicantPAE statemachine
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Figure4: AuthenticatorPAE statemachine

Figure5: Softwarearchitectureof WIRE1x
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Figure6: EAPandassociatedlayers

Figure7: GUI of EAP-MD5
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Figure8: Message�o w of EAP-TLS

Figure9: GUI of EAP-TLS
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Figure10: GUI of EAP-TTLS

Figure11: GUI of PEAP
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Figure12: GUI of mainprogram

Figure13: Authenticationonvisitednetwork
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