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Abstract

This paperpresentghe designandimplementatiorof WIRE1x. The WIRE1X is an open-sourcem-
plementatiorof IEEE 802.1xclient (supplicant)developedby the WirelessinternetResearct& Engi-
neering(WIRE) Laboratory The IEEE 802.1xstandardde nes a port-basedetwork accessontrol to
authenticatend authorizedevicesinterconnectedby variouslEEE 802 LANs. The IEEE 802.11ialso
incorporates802.1xasits authenticatiorsolutionfor IEEE 802.11wirelessLANs. The motivationfor
the developmentof WIRE1x is to help the deploymentof IEEE 802.1xto securewirelessWLANS. It
would also achiere seamlessoamingamongdifferentwirelessLANs if the new IEEE standardsare
widely-deplged. The WIRE 1x hasbeenpracticallyusedon thewirelessLANs deployedatthe National
TsingHuaUniversityandmary otherplaces.This paperillustratesthe softwarearchitectureanddesign
principlesof WIRE1x so peoplecouldcomprehendhe sourcecodeof WIRE1x easily
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1 Intr oduction

Wirelesslocal areanetwork (WLAN) is more and more prevailing in theseyears. It, however, hasbeen
widely reportedthatsecurityhasbeena weaknes®f the currentiEEE 802.11standardsThe TaskGroupl
of IEEE P802.11Working Groupis de ning 802.11i[1, 2] to enhancesecurityin current802.11standards.
The 802.11iincorporates302.1x[3] asthe authenticatiorsolutionfor 802.11wirelessLANs. The IEEE
802.1xstandards aport-basedhetwork accesontrolto authenticatendauthorizedevicesinterconnected
by variouslEEE 802 LANs. ThelEEE 802.11iis expectedto play a critical role in improving the overall
securityof currentandfuture WLANS.

ThelEEE 802.1xstandardhasbeenwell-de ned. Currently mary manufcturesof 802.11AccessPoint
(AP) alsosupportd02.1x.The 802.1x-capabl&Pshave beendeplo/edin mary universities,organizations,
and companies.To be authenticatedby using802.1x,endusersalso needto be 802.1x-capableUnless
802.1xis embeddedn the OperatingSystem(OS), usersgenerallywill needto install a 802.1xclientin
orderto accesgo thenetwork. Openl1x4], anopen-sourcémplementatiorof 802.1x,supportdMac OS X,
FreeBSDOpenBSDandLinux. Many usershowever, areusingMS Windows. They needa 802.1xclient
softwareto accesso the802.1x-basetd ANs. We thereforedevelopthe WIRE1xto supportvariousversions
of MS Windows. As thenamesuggested/VIRE1x is anopen-sourcénplementatiorof IEEE 802.1xclient
(supplicant) developedby the WirelessinternetResearci& EngineeringWIRE) Laboratory .

Currently WIRE1x supportsMS Windows XP (without servicepackandwith servicepack1), Win-
dows 2000, Windows ME, and Windows 98. It provides EAP-MDS5 [5], EAP-TLS [6], EAP-TTLS[7],
and PEAP [8]. WIRE1x works with freeRADIUS[9]. The implementationof WIRE1x is basedon
Openlx,andis developedby using MS Visual C++. It utilizes libraries of WinPcap[10], Libnet [11],
and OpenSSL[12]. Both sourcecodeand executablecode of WIRE1x canbe downloadedfreely from
http://wire.cs.nthu.edu.tw/wél x/ This paperpresentall componentsf WIRE1x exhaustvely. Theobjec-
tive of this paperis to shareour experienceon implementing802.1xsupplicant.By readingthis papeyone
shouldeasilycomprehendhe sourcecodeof WIRE1xX.

1.1 Motivation and Contrib ution

Currently the National Tsing HuaUniversity (NTHU) hasdeployed WLANSs andis usinglEEE 802.1xand
RADIUS [13] to authenticateisers.Most usersat NTHU areusingMS Windows. However, we perceve
thatnoneof the IEEE 802.1xclient softwaremeetall demandgor usersof MS Windows in the marlketplace
up to now. Thereforea majormotivationfor the developmentof WIRE1x is to solve the existing problem
andthenhelplEEE 802.1xto bedeplo/edrapidly It would alsoexpeditethe objective of seamlessoaming
amongdifferentwirelessLANSs if thenew IEEE standardsrewidely-deplyed. Thecontrilutionsinclude:

WIRE1xis afreeaswell asopen-sourceoftware. We believe opensourcds essentiafor ary security

Supplicants aterminologyde ned in 802.1xwhichwill bedescribedn Section2.
Yhttp://wire.cs.nthu.edu.tw/



relatedsoftwarebecausé canbeexaminedasyouwish.

WIRE1x providesvariousEAP (ExtensibleAuthenticatiorProtocol)[14] basedauthenticationmeth-
ods,includingEAP-MD5, EAP-TLS,EAP-TTLS,andPEAR

WIRE1x canwork with variousversionsof MS Windows, includingWindows XP, 2000,ME, and98.

WIRE1xworkswell with varioustypesof WLAN cards.Pleaseseethewebpageat
http://wire.cs.nthu.edu.tw/wirglcommtible.htm.

We believe that WIRE1X is a good choicefor peopleeagerfor IEEE 802.1xclient software. Since
WIRE1x wasreleasedn Junel8, 2003, the websiteof WIRE1x hasbeenvisited for morethan 15,000
times. Therehave beenmorethan2,100downloadsof sourcecodeand3,800downloadsof executablecode
up to November2004.

The restof the paperis organizedas follows. Section2 providesa brief overvien of IEEE 802.11i
andIEEE 802.1x. Section3 describestheravailableimplementation®f 802.1x. Section4 discusseshe
designandimplementatiorof WIRE1xin details.Sections presentshereal-world applicationof WIRE1x.
Section6 summarizeshe paper

2 Overview of IEEE 802.11i

This sectionbrie y reviews WLAN securityandlEEE 802.11i.For moredetails pleaseeferto[1,2].
ThelEEE 802.11standards oneof the mostwidely adoptedstandardgor broadbandvirelessinternet
access.However, the securityconsideratiorover wirelessenvironmentis more complicatedthanthatin
wired ervironment. Due to the wide-opennatureof wirelessradio, the network is morevulnerable. The
original [IEEE 802.11standarchasde ned thefollowing two basicsecuritymechanisméor securingheac-
cesgo IEEE802.11networks: (1) entity authenticatiomncludingopensystenauthenticatiomndshaedkey
authenticationand(2) Wired EquivalentPrivacy (WEP).Neverthelesshey areall provedto bevulnerable.
To enhancehesecurityin IEEE802.11 thelEEE 802.11ihasbeenproposedin additionto introducing
key mangiementand establishmentt alsode nes encryptionandauthenticationmprovements.In order
to managesecuritykeys automatically the IEEE 802.11ihasde ned key managemenand establishment
algorithms. As corventional WEP is known to be vulnerable,the IEEE 802.11ihasspeci ed enhanced
encryptionalgorithmsto provide strongemrivagy. The [IEEE 802.11ialsoincorporatesEEE 802.1xasits
authenticatiorenhancemenilThe following sectionsorie y discussEncryptionAlgorithmand802.1x

2.1 Encryption Algorithm

Two algorithms, Tempoal Key Integrity Protocol (TKIP) and Counter modewith CBC-MAC Protocol
(CCMP) have beenproposed.Both TKIP and CCMP provide enhancedlataintegrity andcon dentiality
over WER TKIP, initially referredto asWEP2,is alsobasedn RC4encryptionasthatin WER It howvever



is implementedn a differentway thataddressethe vulnerabilitiesof WEP. TKIP canbe adoptednto the
older IEEE 802.11productsthroughrelatively simple rmw areupgrade. This is especiallyfavorablefor
vendors. TKIP is optionalin IEEE 802.11..

In additionto TKIP whichis consideredisa short-termsolutionfor WLAN security the IEEE 802.11i
hasalsode ned CCMP asalong-termsolution. The CCMP emplgs the strongerencryptionof Advanced
EncryptionAlgorithm (AES) [15] which usesthe CCM mode[16] with a 128-bitkey anda 128-bitblock
size of operation. The CCM modecombinesCounterMode (CTR) and CipherBlock ChainingMessage
AuthenticationCode(CBC-MAC). TheCTRis usedto encryptthe payloadandthe Messae Integrity Code
(MIC) to provide con dentiality service.The CBC-MAC computeghe MIC to provide authenticatiorand
integrity services Althoughthe CCMP could provide muchstrongersecurityservicesit requiresadditional
hardware (co-processonjo improve encryptionperformance.Unlike TKIP, CCMP is mandatoryin IEEE
802.11..

2.2 802.1x

The IEEE 802.1xde nes a mechanisntfor port-basechetwork accessontrol. It is basedupon EAP to
provide compatibleauthenticatiorand authorizationrmechanismsor devicesinterconnectedby IEEE 802
LANSs. Asdepictedn Fig. 1, therearethreemaincomponentin the|[EEE802.1xauthenticatiosystem.n a
WLAN, supplicantusuallyis aMobile Node(MN). AP usuallyrepresentanauthenticator Authentication,
Authorization,andAccounting(AAA) senersuchasRADIUS seneris theauthenticatiorserver Theport
in 802.1xrepresentshe associatiorbetweena MN and an AP. Both supplicantand authenticatohave
a Port AccessEntity (PAE) that operateghe algorithmsand protocolsassociatedvith the authentication
mechanisms.In Fig. 1, the authenticatos contolled port is in unauthorizedstate. That is, the port is
open.Messagesvill bedirectedonly to the AuthenticatorPAE, which will furtherdirect802.1xmessages
to the authenticatiorsener. The authenticatolPAE will closethe controlledport after the supplicantis
authenticateduccessfully Thus,the supplicantis ableto accesgo otherserviceshroughthe controlled
port.

Basedupon EAP, the IEEE 802.1x standardcan usea numberof authenticatiormechanisms.The
authenticatioomechanismareoutsidethescopeof the[EEE 802.1x.Many authenticatiomechanismsuch
asMessagdigest5 (MD5), TransportLayer Security(TLS), TunneledTLS (TTLS), Protected=xtensible
AuthenticationProtocol(PEAP), and Lightweight ExtensibleAuthenticationProtocol(LEAP) [17] could
beused.The IEEE 802.1xalsode nes EAP over LANs (EAPOL) to encapsulatEAP messagebetween
thesupplicanandtheauthenticatorTheauthenticatoPAE relaysall EAP messagebetweerthesupplicant
andthe authenticatiorsener. The IEEE 802.1xis utilized to enforcethe useof speci ¢ authentication
mechanisnandto routeauthenticatiomessageproperly while the authenticatiormechanismsle ne the
actualauthenticatiorexchangeshattake place.

Fig. 2 shaws atypical 802.1xmessagexchange . Theassociate®AE statetransitionsn supplicantand
authenticatoarespeci edin Fig. 3 andFig. 4, respectiely. In Fig. 2, thedigits in rectanglegeferto the



supplicantPAE statedn Fig. 3, anddigitsin circlesreferto theauthenticatoPAE statesn Fig. 4. In Fig. 2,
RADIUS is sened asthe authenticatiorsener. This doesnot limit the useof otherAAA senerssuchas
Diameter{18] astheauthenticatiorsener. Detaileddiscussiorof Figs.2—4 canbefoundin [2].

3 RelatedWork

This sectiondiscusseselatedimplementation®f 802.1xin the marketplace.

Tablel lists mostof commercialproductsof 802.1xsupplicant. The supportedperatingsystemsand
EAP authenticatiormethodsarealsospeci ed. Although someof themprovide pre-compiledbinary code
for non-commercialiseor freetrial, basicallythey arenot freewvare. In addition,the sourcecodeare not
opento public either Table2 lists the open-sourcémplementation®f 802.1xsupplicant. The Openlxis
designedo work with Linux althoughits earlierversionsalsosupported3SD andMac OS.Becausanary
usersareeagetfor afree softwareof 802.1xsupplicanto work with variousversionsof MS Windows, we
thereforehave developedWIRE1x. Both Openlxand WIRE1x arelicensedunderthe BSD Licenseand
GNU GeneralPublic License(GPL). In additionto OpenlxandWIRE1X, a newly initiated projectcalled
WEAP [19] is writing open-sourc@lug-insfor MS Windows 2000and XP. Unlike wEAP, the WIRE1x is
anapplicationprogramfor variousversionsof MS Windows.

Table3 lists the authenticatiorsenersandthe EAP they support.ExceptfreeRADIUS,all of themare
commerciaproducts.As indicatedin Table3, thefreeRADIUSsupportanary authenticatioomechanisms.
Othersonly supportsomeof them. A userwould not beauthenticated thereis no commonauthentication
mechanisnsupportedn both supplicantand authenticatiorsener. This will limit the roamingcapability
signi cantly.

The supplicantsoftware is indispensabldo IEEE 802.1x standard. We obsenre that the succesof
802.1xwould greatlydependon endusers.We believe thata free 802.1xsupplicantsoftwarewhich works
with variousversionsof MS Windows and supportsmost of EAP authenticatiormethodswill boostthe
deploymentof 802.1x,andthus802.11i. Therefore we have developedWIRE1x andhopethatmostusers
couldacces$o WLANs with amoresecureway.

4 WIRE1X

The softwarearchitectureof WIRE1x canroughlybedividedinto threecomponentasillustratedin Fig. 5:
(1) supplicantPAE statemachine,(2) EAP andauthenticatiormechanismsand(3) WinPcap,Libnet, and
OpenSSL.The supplicantPAE state madine follows the speci cationde ned in the IEEE 802.1xfor a
supplicant.Thestatemachinds alsodepictedn Fig. 3. As thenamesuggestedhe EAPandauthentication
medanismssupportvarious authenticatiormechanismsn EAP including EAP-MD5, EAP-TLS, EAP-
TTLS, andPEAR The WinPcap[10] andLibnet[11] aretwo open-sourcdibrarieswhich areresponsible
for capturingandwriting pacletsto andfrom thedatalink layer Additionally, the OpenSSI[12] is another



open-sourcdibrary which is usedonly for TLS-basedauthenticatiormethods. The following sections
discusghethreemaincomponentsn details.

4.1 Supplicant PAE StateMachine

The supplicantPAE statemachineis the coreof ary implementatiorof 802.1xsupplicant.It speci esthe
behaior of the supplicantandinteractswith the authenticator Again, the supplicantPAE statemachine
is speci ed in Fig. 3 andthe sourcecodecan be dovnloadedfrom http://wire.cs.nthu.edu.tw/wadx/ In
WIRE1x, roughly speaking,it is implementedin four les: dotlxglobals.cpp.eap.cpp,eapol.cpp,and
os generic.cppAll variablesof statemachinearede ned in dotlx globals.h.Additionally, the EAP code
eld andtype eld speci edin RFC2284[14] arede ned in eap.h.Theeap.cpps responsibldor building
theresponsdramesanddecodingthe EAP paclets. Moreover, EAPOL headerandEthernetheaderarede-
ned in eapol.h.Theeapol.cpps responsibldor startingEAPOL processperformingnecessarPAE state
actions transitingto properstatesdecodinghe EAPOL paclets,andtransmittinge APOL frames.Further
more,os framefuncs.hcomprisegetframe(),sendframe(),moreframes(),andsoon. In os.generic.cpp,
getframe()emplg/s pcapdispatch()fo captureEAP frames.The sendframe()employs libnetwrite_link()
to sendEAP frames.

4.2 EAP and Authentication Mechanisms

This sectionintroduceghe ExtensibleAuthenticationProtocol(EAP). In addition,we alsousethe message
exchangeglepictedn Fig. 2 andthe associatedtatemachineshavn in Fig. 3 andFig. 4 to demonstrata
typical authenticatiorprocedureof WIRE1x. Additionally, we provide detaileddescriptionof several EAP
authenticatioomethoddmplementedn WIRE1x.

4.2.1 Overview

EAP[14] is agenerabprotocolfor authenticationlt supportanultiple authenticatiomethodssuchastoken
card,Kerberog420], one-timepassverd, certi cate, public key authenticationandsmartcard.Fig. 6 shavs
thattherecanbe mary differentauthenticatiormethodsin the AuthenticationLayer. The authentication
methodsare baseduponEAP. Any new authenticatiormechanism&anbe addedeasily The WIRE1x is
expectedo beversatilein authenticatiomechanismslt hasbeenmplementedo supporthemostcommon
authenticatioomethodsjncluding EAP-MD5, EAP-TLS,EAP-TTLS,andPEAR

Next, we presenttypical authenticatiorprocedureof WIRE1x by usingFigs.2—4.

1. Useropensandselectsthe device to be authenticatedy pcap ndalldevs(). MN startsto associate
with AP. Both of MN andAP thenwill transitionto the CONNECTINGstate.

2. MN sendsan EAPOL-startframeby libnetwrite_link() to the AP to initialize the authenticatiorpro-
cess.



3. Whenthe AP recevesEAPOL-Start,it will reply EAP-Request/Identityo obtainthe MN' s identity.
WhentheMN captureshe EAPframeby pcapdispatch()theEAP frameis parsedy eapdecodepaclet()
andeapoldecodepaclet() locatedin eap.cpmndeapol.cpprespectiely. Moreover, accordingo the
resultdeterminedby eapdecodepaclet() and eapoldecodepaclet(), the supplicantPAE statema-
chinetransitsto ACQUIRED stateif therequesis receved successfully

4. The MN sendsback EAP-Response/ldentitgontainingMN' s identity to the authenticator Subse-
quently theauthenticatoandauthenticatiorsener will performnecessarynessagexchanges.

5. When the MN receves EAP-Request/Auttiwhich containsRADIUS-Access-Challengethe sup-
plicant PAE state machinetransitsto the AUTHENTICATING state. The MN repliesan EAP-
Response/Autlo the authenticatom whichthe RADIUS-Access-Request encapsulated.

6. Basedon the resultof the EAP authenticatiormethod,the RADIUS sener decideswhetherto au-
thorizethe useror not. If the useris authorized the supplicantcaptureghe EAP-Successindthe
supplicantPAE statemachinetransitsto the AUTHENTICATED state. Otherwise,the supplicant
captureghe EAP-Failureandtransitsto the HELD state.

4.2.2 EAP-MD5

The EAP-MD5 [5] is oneof the mostpopularEAP typesbecausét is easyto use. A usersimply typesin
usernamandpasswerd to beauthenticatedT hisis asimpleandreasonablehoicefor wired LANs in which
thereis low risk for attaclersto interceptthetransmissionln wirelessLANs, however, attaclerscaneasily
sniff a stations identity and passwerd hash. Therefore MD5 is morevulnerablethanotherauthentication
methods.

TheMD5 algorithmdescribedn [5] is implementedn md5.handmd5.cpp.We portedthe MD5 algo-
rithm from Openlxandthenimplementeda GraphicalUserInterface(GUI) for MS Windows. The GUI,
shawvn in Fig. 7, consistsof threeinput objects.Usersonly needto typein their usernamegasswrds,and
selectthe propernetwork interfaceto beauthenticated.

4.2.3 EAP-TLS

TheEAP-TLS[6] isbasednTLS [21] to provide protectectiphersuitenggotiation,mutualauthentication,
andkey managementAfter the EAP-TLS ngyotiationis completedthe two end-pointscansecurelycom-
municatewithin encryptedTLS tunnel. BecauselLS providesa way to usecerti catesfor both userand
sener to authenticateeachother a user in additionto beingauthenticatedganalso authenticateéhe net-
work. ThereforeforgedAPscouldbe detectedThesupplicaniandauthenticatiorsener needto have valid
certi cateswhenusingEAP-TLS. This, however, malkesEAP-TLSdif cult to managén someextends.
Fig. 8 illustratestheauthenticatiomprocesandmessagexchangesf EAP-TLSin aWLAN [22]. After
theauthenticatorecevesthesupplicansg identityin EAP-Responsgo w 3), it initiatesaRADIUS-Access-
Requestwhich alsocarriesthe supplicans identity. The RADIUS senerthenprovidesits certi cate to the
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supplicantand requestghe supplicans certi cate. The supplicantvalidatesthe sener's certi cate and

respondsan EAP-Response&vhich containsthe supplicant certi cate. The supplicantalsoinitiatesthe

negotiationfor cryptographicmaterial. After the supplicant certi cate is validated,the sener responds
the cryptographicmaterialfor the session.The sessiorkeys derived in both endscould be usedfor data
encryption.

TheEAP-TLSis implementedn tls_funcs.handtls_funcs.cpp.TheGUI of EAP-TLSis shawnin Fig. 9
which consistsof three major input objects. The selectbutton on the upperright cornerof the GUI is
responsibldor choosingthe certi cate in the supplicant. We useseveral functionsfrom Windowvs SDK
(SoftwareDevelopmentToolkit) in mfcDlg.cppasbelow:

1. TheCertOpenSystemStordr openinga systencerti cate store.
2. TheCryptUIDIgSelectCerti cateFromStorefdr selectinga new certi cate usingUl.

3. The CertGetNameStringfpor nding andprinting the nameof the subjectof the certi cate just re-
trieved.

4. TheCertOpenStore(pr openingthe certi cate storeto besearched.

5. CertCloseStore(or closingthe systencerti cate store.

To usethesefunctions,the systemheaderles of wincrypt.hand cryptuiapi.hmustbe included. Ad-
ditionally, the libraries of crypt32.lib, advapi32.lib, and cryptui.lib mustbe linked. While we usethese
functionsto getthecerti cate structurewe mustreplaceSSL_ CTX _usecerti cate_le() by
SSL CTX_usecerti cate ASN1() in eapcrypt.cppo receve the structureprovided by Windows SDK func-
tions.

The secondobjectis the passverd for the selectecterti cate. Beforeusingthe supplicant certi cate,
theusermusttypein thecorrectpassword for thecerti cate. Thethird objectis to selectthe propernetwork
interfaceto beauthenticatedThis is sameasthatin EAP-MD5.

4.2.4 EAP-TTLS

The EAP-TTLS [7] extendsEAP-TLS to exchangeadditionalinformation betweenclient and sener by
usingthe securetunnelestablishedy TLS negotiation. A EAP-TTLS negotiationcompriseswo phases:
theTLShandsha& phaseandthe TLStunnelphase During phaseone, TLS is usedfor clientto authenticate
sener. Optionally thesener canalsoauthenticatéhe client. Sameasthatin EAP-TLS,theauthentication
is doneby usingcerti cates. A secureTLS tunnelis also establishedafter the phase-ondnandshad. In
phasetwo, the secureTLS tunnel can be usedfor otherinformation exchangessuchas additionaluser
authenticatiorkey, communicatiorof accountingnformation,etc.

In aWLAN ervironment,the EAP-TTLS usuallyis usedasfollows. First, TLS is usedfor a supplicant
to authenticat¢heauthenticatiorsener by usingcerti cate. Oncetheauthenticatiorseneris authenticated,



theauthenticatiorsener authenticatethe supplicanty the supplicant usernameandpassverd. Theuser

nameandpassverd arecarriedin theattribute-valuepairs(AVPs)de ned by the AAA sener, whichusually
is a RADIUS sener or Diametersener. The messagexchangesare protectedby the TLS tunnelestab-
lishedin phaseone. The authenticatiorof supplicantin phaseéwo canuseary non-EAPprotocolssuchas
PPPAuthenticationProtocolqPAP) [23], PPPChallengeHandsha& AuthenticatiorProtocol(CHAP) [24],

Microsoft PPPCHAP ExtensiongMS-CHAP) [25], or Microsoft PPPCHAP Extensionsyersion2 (MS-

CHAP-V2) [26]. Becauseonly the authenticatiorsener needsto have a valid certi cate, EAP-TTLS is

moremanageabléhanEAP-TLS.

TheEAP-TTLSin WIRE1xisimplementedn tls_funcs.htls_funcs.cppitisphase2.handttisphase2.cpp.
The GUI of EAP-TTLS shavn in Fig. 10 consistsof ve majorinput objects. The unprotectedD is used
to representhe supplicant identify for phase-ondnandshai. The usernamend passverd are usedfor
phase-tw authentication.The useralsoneedso chooseoneof the authenticatiorprotocolswhich canbe
PAP, CHAP, MS-CHAPR, or MS-CHAP-V2for phase-tw authentication.Similarly, the useralsoneedso
selectthe propernetwork interfaceto beauthenticated.

4.2.5 PEAP

The PEAP[8] providesanencryptedandauthenticatedunnelbasedon TLS. The EAP messageencapsu-
latedinsidethe TLS tunnel,therefore are protectedagainstvariousattacks.Similar to EAP-TTLS, PEAP
alsocompriseswo phases.In rst phasea TLS sessions negjotiated. The client also authenticateshe
sener by usingcerti cate. Optionally the sener canalso authenticatahe client. In secondphase EAP
messageareencryptedoy usingthe key negotiatedin phaseone. Thebasicideaof PEAPandEAP-TTLS
areidentical. However, PEAPcanonly useEAP protocolsin secondohasewhile EAP-TTLS canuseEAP
or non-EAPprotocols.

WhenusingPEAPIn WLANS, typically anauthenticatiorsener is authenticatethy a supplicantased
onthesener certi cate. A secureTLS tunnelis alsocreated.A supplicantis thenauthenticatedby using
usernamendpassverd, which areprotecteddy the TLS tunnel.

The PEAPIn WIRE1xis implementedn tls_funcs.h tls_funcs.cppeapmschapv2.ieapmschapv2.cpp,
peapphase2.andpeapphase2.cpftheGUI of PEAPshavnin Fig. 11 consistof threemajorinputobjects.
A usermusttypein usernamandpasswverd for phase-tw authenticationCurrently only EAP-MS-CHAP-
V2 [27]% is supportedA useralsoneeddo selectthe propernetwork interfaceto be authenticated.

To concludeSection4.2, we provide comparisonof the authenticatiormechanismgpresentedn this
sectionby Table4. Table5 furthercompareshe TLS-basedrotocols.

EAP-MS-CHAP-V2encapsulatethe MS-CHAP-V2within EAP.



4.3 Open-SourceLibraries

This sectiondescribeghe open-sourcdibraries usedin WIRE1x. WinPcap and Libnet are usedto cap-
ture/writepacletsfrom/to datalink layer OpenSSlis usedfor TLS-basedauthenticationomethods.

4.3.1 WinPcap

TheWinPcap[10] is usedfor paclet captureandnetwork analysisn Win32 platform. It includesa kernel-
level paclet Iter, alow-level dynamiclink library (paclet.dll), anda high-level and system-independent
library (wpcap.dliwhichis basedn libpcapversion0.6.2).1t is in chage of thefollowing tasks:

1. The pcap ndalldevs() in wirelxDlg.cppprintsthe list of network interfaces. Thereforea usercan
selecta propernetwork interfaceto be authenticated.

2. Thepcapdispatch()n os_generic.cpapturepacletsfrom AP.

3. The setuppcap()in osgeneric.cppcan be usedto adjustparametersn lter. Filter canmake the
supplicantreceve EAP framesonly.

4. Thepcapclose()in os.generic.cpshutsdovn WinPcap.

5. Thepcapopenlive() in osgeneric.cppselectgpromiscuousnodeor non-promiscuousnodefor the
network interface.

4.3.2 Libnet

TheLibnet[11] is a genericnetworking API that providesaccesdo several protocols. It is usedonly for
libnetwrite_link() in os.generic.cppo write pacletsto AP.

4.3.3 OpenSSL

The OpenSSL[12] is an open-sourcdoolkit which implementsthe SecureSoclets Layer (SSL) v2/v3

and TLS vl protocols. It alsoincludesa full-strengthgeneralpurposecryptographylibrary. The TLS-

basedauthenticatiormethodsn WIRE1x useOpenSSUibrary in eapcrypt.cppTherearemary OpenSSL
functionsin eapcrypt.cppHere,we only itemizessomeof them:

1. The SSLCTX_ load.verify_locations() loads the sener certi cate in Privag/-EnhancedElectronic
Mail (PEM) [28] format. As discusseckarlier all TLS-basedauthenticatiormethodsneedsener
certi cate in orderto authenticatéhesener.

2. TheSSL.CTX_usecerti cate_ le() loadstheclientcerti catein DistinguishedEncodingRules(DER)
[29] format. Alternatively, the SSL.CTX_usecerti cate_ ASN1() loadsthe client certi cate in Basic
EncodingRules(BER) [29] format.

10



3. TheSSLCTX_usePrivateKey_le() loadstheclientprivatekey in PEMformat. Thisfunctionis used
by EAP-TLSonly.

4.4 GUI

The GUI is developedby MFC programof MS Visual C++. Thereare ve GUI programsn the WIRE1x
project.Oneof themis for themainprogramasshavn in Fig. 12, whichis responsibldor selectinganEAP
authenticatiormethod. The other GUIs are for the programsof md5.ee, tls.exe, ttls.exe, and peap.&e,
which have beenshavn earlier We alsousethreadfunctionin mfcDIg.cppto avoid blockingwhenGUI is
executing.Pleasaeferto thesourcecodefor details.

5 Real-World Applications

The WIRE1x hasbeenpractically usedat the National Tsing Hua University (NTHU). At NTHU, each
department/institutés responsibldor the deploymentof networking facilitiesin its own building(s). The
university hasno authorityover theareasownedby the department/institutel he Compute& Communica-
tion Center(CCC)operatedoy the university is responsibldor the networking facilitiesin public areason
campus.Thus, following standardsgs essentiafor roamingandintegrationof WLAN ervironmentseven
insidethe sameuniversity

Both CCC andthe ComputerScience(CS) departmentat NTHU have deployed WLANS by using
802.1xand RADIUS to authenticataisers. To roam betweendifferent administratre domains,both of
their RADIUS senerscouldbeconnectedogethetasshavn in Fig 13. Assuminga userabchasanaccount
abc@nthu.edu.twwnedby the CCC.Oncethe userroamsinto the WLANSs coveredby the CSdepartment,
the CSRADIUS sener canauthenticatéhe userby relayingthe authenticatiormessagebackto the CCC
RADIUS. TheCSRADIUS seneractsasaproxy clientto the CCCRADIUS sener. With only oneaccount
at CCC,theuserstill couldroaminto otherWLANS.

6 Summary

This paperpresentghe motivation andcontrikution of WIRE1x. Theimplementatiorarediscussedn de-
tails. By readingthis paper oneshouldbe ableto examinethe sourcecodeof WIRE1xin additionto using
it. Currently WIRE1x supportsseveralwirelesscardsandprovidesvariousauthenticatioomethodsjnclud-
ing EAP-MD5, EAP-TLS,EAP-TTLS,andPEAR It is versatilecomparingto mary otherimplementations
of IEEE 802.1xsupplicant. WIRE1x hasbeendowvnloadedworldwide. We hope WIRE1x will not only
be usedat NTHU, but will alsoplay a crucialrole for WLAN securityandtheinteroperabilityof WLANs
amongdifferentuniversities companiesandorganizations.
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Tablel: CommerciaB02.1xsupplicants

| Vendor | OSSupported \ EAP Supported |
Meetinghouse MS Windows 98/ME/NT/2000/XP| MD5,LEARTLS,TTLS,FEAP
Funk MS Windows 98/ME/2000/XP MD5,LEAP
Microsoft MS Windows 2000 TLS,PEAP
Microsoft MS Windows XP MD5,TLS
Microsoft MS Windows XP with SP1, SP2 TLS,PEAP
Cisco MS Windows/MacOS/Linux MD5,LEAP
secureW?2 | MS Windows 2000/XP/Pockt PC TTLS
Table2: Free802.1xsupplicants
| Name | OSSupported \ EAP Supported |
Openlx Linux/BSD/MacOS MD5,TLS, TTLS,PEAESIM
WIRE1x | MS Windows 98/2000/ME/XF(including SP1) MD5,TLS, TTLS,PEAP

Table3: Authenticationseners

\ Vendor EAP Supported \
FunkSoftware MD5,LEARPTLS,TTLS
Interlink Networks MD5,LEAP
Hewlett-Packard MD5,LEAP

Microsoft MD5,TLS,PEAP
CiscoSystems MD5,LEAPTLS
freeRADIUS MD5,TLS, TTLS,PEARLEAP

Table4: Comparisorof authenticationrmechanisms

\ | EAP-MD5| EAP-TLS | EAP-TTLS | PEAP |
Sener No Publickey Publickey Publickey
Authentication (certi cate) (certi cate) (certi cate)
Supplicant Passvord Publickey Certi cate, Certi cate
Authentication hash (certi cate or EAP, or or
smartcard) | non-EAPprotocols| EAP protocols
Mutual No Yes Yes Yes
Authentication
DynamicKey No Yes Yes Yes
Delivery
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Table5: Comparisorof TLS-basednethods

EAP-TLS EAP-TTLS PEAP
(RFC2716) (Internetdraft) (Internetdraft)
EstablishTLS (1) EstablishTLS | (1) EstablishTLS
sessiorand betweerclient betweerclient
Basic validatecerti cates| andTTLS sener andPEAPsener
Protocol for bothclient (2) Exchange (2) RUnEAP
Architecture andsener attribute-\alue-pais | exchangesver
between TLS tunnel
clientandsener
Sener Required Required Required
Certi cate
Client Required Optional Optional
Certi cate
Protectionof User No Yes,protected Yes,protected
Identity by TLS by TLS

Figurel: Supplicantauthenticatgrandauthenticatiorsener
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Figure2: A typical 802.1xmessageo w
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Figure3: SupplicantPAE statemachine
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Figure4: AuthenticatoiPAE statemachine

Figure5: Softwarearchitectureof WIRE1x
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Figure6: EAP andassociatethyers

Figure7: GUI of EAP-MD5
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. i Authentication Server
Supplicant Authenticator (RADIUS)

EAPOL-Start

EAP-Request/Identity

EAP-Response/ldentity

RADIUS-Access-Request

‘—‘ Server-side TLS }7
|
L | ClentsideT,s }—— |

RADIUS-Access-Success

Q% EAP-Success (Pass session key to AP) qk _

Server derives
Client derives session key
session key

Figure8: Messageo w of EAP-TLS

Figure9: GUI of EAP-TLS
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Figure1l0: GUI of EAP-TTLS

Figurell: GUI of PEAP
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Figurel12: GUI of mainprogram

Figure13: Authenticationonvisited network
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